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Purpose

The aim of this reference manual is to increase the level of awarenessin the Inmarsat Fleet market and
in particular to promote and thus share the benefits of the many Inmarsat Fleet applications amongst
existing Inmarsat agents, system integrators, distributors, service providers and manufacturers. It will
also be of use to end users looking for technical reference information when integrating Fleet F77 or
F55 within their corporate networks.

1. Introduction tothelnmarsat Fleet F77 & F55

In response to the ever-increasing need for data-driven, cost-effective and secure communications at
sea, Inmarsat has developed the unique new service family called Fleet, which provides fully integrated
satellite communications services incorporating voice and data applications. The first of the Fleet
systems to be launched was the 77-cm maritime antenna hence Fleet F77. The newest member is the
Fleet F55. For many of the application descriptions that follow, the terminals are interchangeable but
there are some important differences and these are highlighted in the table below.

As well as the global 4.8kbps voice service - Advanced Multi-Band Excitation (AMBE) - and new
(optional) 9.6kbps fax and async data services, F77 & F55 both offer the Mobile ISDN circuit-switched
56/64kbps channel as well as the Mobile Packet Data Service (MPDS), which is mandatory on both
F77 & F55. All the principal F77 / F55 services are summarised below:

Fleet 77 Service
(-4dB/k antenna)

Fleet 55 Service
(-7dB/k antenna)

M obile Physical Port

Global 4.8kbps AMBE voice/ | Globa 4.8kbps AMBE voice/ VialSDN handset(s) & RJ-11

DTMF (mandatory) DTMF (mandatory) analogue, 2-wire

Distress calling, AMBE voice No Distress service VialSDN handset(s) and dedicated
(mandatory) alarm button(s)

Global 64kbps UDI Spot beam 64kbps UDI RJ-45 ISDN S/T bus (and USB port)
(mandatory) for G4 fax etc. (mandatory) for G4 fax etc.

Global 56kbps Data (viaV110
rate adaptation)

Global 64kbps/3.1kHz Audio—
G3fax & analogue services etc.

Spot beam 56kbps Data (viaV 110
rate adaptation)

Spot beam 64kbps/3.1kHz Audio
— G3fax & analogue services etc.

RJ-451SDN ST bus

VialSDN TA (and via2-wire
analogue)

Global 64kbps Speech Spot beam 64kbps Speech VialSDN handset(s)
Global MPDS (mandatory) Spot beam MPDS (mandatory) RS-232 (also RS-422 and USB port)
Global 2.4kbps G-3 facsimile No RJ-11, viaFIU two wire analogue

(optional)

Global 9.6kbps G-3 facsimile
(optional)

Spot beam 9.6kbps G-3 facsimile
(optional)

RJ-11, viaFIU two wire analogue

Global 9.6kbps async data
(optional)

Spot beam 9.6kbps async data

(optional)

RS-232 serial port

Additiona ports may also be available such as supplementary ports for user-supplied handsets, USB for
data and local user MES configuration via PC and L-band receive ports for DGPS and chart updates

etc.

NOTE: Other than mandatory services, the extent to which these services are implemented by
Land Earth Station Operators (LESOs) and equipment manufacturers may vary.
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1.1 4.8kbpsVoice

F77 | F55 4.8kbps voice is the default voice telephony service. The service is often referred to as
AMBE voice where AMBE or Advanced Multi-Band Excitation is the technique used to compress the
human speech waveform. The service is typically available through the system handset but is also
available through additional user-provided handsets (connected to an analogue RJ-11 port on the MES).
This service is the lowest cost telephony service available on F77 / F55 and is equivalent to a global
Mini-M telephony service.

1.2 64kbps UDI

The 64kbps UDI (Unrestricted Digita Information) service supports data applications at 64kbps
between Integrated Services Digital network (ISDN) terminals using ISDN protocols such as V.120,
X.75 and PPP (Point-to-Point Protocal). It supports any 64kbps data stream and is the service used for
implementing ISDN applications such as Group4 fax, video-conferencing, LAN-routing, File Transfer,
and secure telephony.

The service is accessed primarily through an RJ-45 connector on the MES athough on some F77 / F55
models can aso be accessed viathe USB port. On the ISDN S/T bus, multiple ISDN devices (up to 8)
may be attached to the MES (see Using M SN with the Inmarsat F77 / F55). Also on some F55
models two 64kbps channels can be *bonded’ for a 128kbps aggregate channel.

1.3 64kbps Speech

The 64kbps Speech service supports high quality telephony primarily between ISDN telephones. It may
also be used to support an analogue tel ephone connected to the MES using an ISDN Termina Adaptor
or a corded handset supplied with the MES. This service is typically used where high-quality audio is
required for broadcast purposes and is not normally the default maritime voice service.

1.4 64kbps3.1kHz Audio

The 64kbps 3.1kHz Audio service supports connections between analogue devices commonly used
over the Public Switched Telephone Network (PSTN). Such devices may include voice-band data
modems such as V.34 operating at speeds up to 33.6kbps with V.42 and V .42bis, Group 3 fax
machines at speeds up to 14.4kbps and secure telephone systems such as STU-I11, STU-11B and STE.
The service is normally accessed by attaching the anal ogue device to the MES viaan ISDN Termina
Adaptor. On some terminals, this is aso available via a configurable anal ogue telephony port on the
MES. Again, this service can be used when high-quality audio is required but is not normally the default
maritime voice service.

1.5 56kbpsData

The 56 kbps service supports connections to terminals in Switched 56 networks, which are found
primarily in North America. This service is supported by V.110 rate adaptation from 64kbps to 56kbps.
The service is accessed through the RJ-45 connector on the MES.

1.6 Mobile Packet Data Service (MPDS)

The Mobile Packet Data Service offers an ‘always on’ packet-switched, 64kbps shared access channel.
The service is suitable for a wide range of |1P-based applications such as corporate LAN access, WWW
Internet browsing, on-line navigational chart updates, on-line westher reports and email. It is accessed
viathe RS-232 port on the MES (and on some models via the USB port).
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1.7 2.4kbps Group 3 Fax

An F77 MES may, as an option, support the 2.4kbps mini-M fax service. However, F77 aso supports
other fax services as described below which provide a far more cost-effective means of sending and
receiving faxes and which would probably be used in preference to the 2.4kbps service. The service, if
available, is provided viathe ITU Group 3 Fax Interface Unit (FIU) though an RJ-11 connector on the
MES.

1.8 9.6kbps Group 3 Fax

An F77 and F55 MES can, as an option, now also support the 9.6kbps Inm-B fax service. This
represents one of the most cost-effective means of sending fax via Fleet F77 or F55. Again, if itis
available, the service is provided viathe ITU Group 3 Fax Interface Unit (FIU) though an RJ-11
connector on the MES.

1.9 Fleet F77 and F55 technical system enhancements

The F77 / F55 utilises primary channels originaly provided for Inmarsat’s Globa Area Network (GAN)
which itself was a development of mini-M. F77 & F55 use the enhanced New Generation (NG)
signalling system to ensure compatibility with the multiple spot-beams of the Inmarsat 4" generation
spacecraft (14). F77 has anew call prioritisation and pre-emption scheme to offer improved distress
cal-handling capabilities. In addition to this, F77 & F55 use improved satellite link margins and more
advanced EIRP control and spot beam selection for added communications security and efficiency in a
maritime environment.
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1.10 Fleet F77 and F55 Maritime Equipment

Some examples of Inmarsat-approved F77 termina equipment are shown below. The F77 systems
available from Nera, Thrane & Thrane, JRC and KVH are illustrated but others may enter the market
at alater date.

Nera

The F77 Below Decks Equipment (BDE) from Nera is shown below left. The two designs of
F77 Above Decks Equipment (ADE) from Nera, deck—mounted (A) and mast-mounted (B) are
shown below right:

eRGE 0
EEEO G
iEaon

Thrane& Thrane
The F77 BDE & ADE from Thrane & Thrane/ Sailor is shown below:

=
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JRC
The F77 BDE & ADE from JRC is shown below:

_ .-: - Jrﬂll?

KVH
The F77 BDE & ADE from KVH are shown below:

Tracphone F17
KIviH
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Fleet 55 Maritime Equipment

Some examples of Inmarsat-approved F55 equipment are shown below. The systems available from the
manufacturers Nera, Thrane & Thrane, EMS and KVH are illustrated but, once again, others may enter
the market at alater date.

Nera
The F55 BDE & ADE from Nera are shown below: _a N

\
NERA

Nera F55

Thrane & Thrane
The F55 BDE & ADE from Thrane & Thrane/ Sailor are shown below:

Thrane¢ |
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EMS
The F55 BDE and ADE from EMS is shown below:

This F55 terminal also supports integrated 128kbps channel bonding.

KVH
The F55 BDE & ADE from KVH are shown below:

= |

Tr-a!:niinnar Fs5
EvaH

Copyright © Inmarsat 2006 Page 10 of 98 Version 2.5




Inmarsat Confidential F77 & F55 Services and Applications Reference Manual

2. Thelnmarsat Fleet (F77/ F55) Market

2.1 Posdtioning of Inmarsat F77 / F55

Inmarsat F77 / F55 will be of greatest benefit to maritime users who either have a need to use ISDN-
type applications or who have large volumes of data to transmit back to their shore-side head office /
fleet management centre. Visit http://fleet.inmarsat.com/ for the Fleet home site.

The Figure below shows how the Inmarsat Fleet services are positioned against the different maritime
markets:

Vessel
demand
for Data,
Global
Voice

Merchant

Vessel Size

Positioning of Fleet services

The key features of the Inmarsat F77 / F55 service that currently make it unigue amongst other satellite
communications systems are;

Global coverage for F77 (F55 provides global voice and spot beam MPDS and Mabile ISDN)
On-demand direct-dialled access to the ubiquitous PSTN and ISDN networks

True ‘aways-on’ packet-data network to access the Internet

Full maritime safety services with pre-emption (Fleet F77 only)

Inmarsat does not charge a monthly fee. Demand-assigned services are ‘ pay as you use

If the customer needs a system that has to fulfil al of these requirements then the Inmarsat F77 or F55
services are the perfect choice.

However, in some circumstances, the decision will not be so clear-cut and it may be necessary to
consider whether the customers needs will be best addressed by Inmarsat F77 / F55, Inmarsat B or by
amaritime VSAT solution. Several factors need to be considered in making this choice as follows:
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2.2 F77/F55vs VSAT
Satellite traffic charging

VSAT services are generally arranged and charged on aleased monthly basis with a minimum 6-month
contract basis as opposed to the Inmarsat on-demand, per-minute charge. Frequently, VSAT backhaul
charges may aso be added. On this basis, the VSAT charge per minute can look attractive if thelink is
to be used on an almost continuous basis, (for example, the transmission of bulk geophysica data from
aseismic survey ship or cruise line passenger calling from within selected zones). However, if thelink is
to be used on aless than full time basis (for example, on-demand routing, www access, navigation &
weather forecasts or intermittent company WAN access) the Fleet 77 solution is more likely to be the
most cost-effective for the maritime user.

F77/F55vs. VSAT - Equipment costs

Inmarsat F77 / F55 maritime terminals will cost in the region of $15-23K USD excluding ingtallation. A
typica maritime VSAT system (Ku-band or C-band) costs, excluding installation, from $100K to
$120K USD, athough this depends upon the type of system (C-band or Ku-band). Often VSAT
networks require additional multiplexers such as Frame Relay Access Devices (FRADS) to interface to
customers’ systems. Obviously these equipment costs need to be taken into account in carrying out the
break-even anaysis as discussed above.

F77/ F55vs. VSAT — Installation / convenience

Important factors in the maritime market are the size of the satellite communications system, ease of
installation, coverage and reliability. Inmarsat F77 / F55 above deck equipment (ADE) systems weigh
typicaly 18 — 65 kilos with a max radome diameter of about 1.3m. Maritime VSAT systems (Ku-band
or C-band) typically weigh from 350 to 770 kilos with antenna sizes ranging from 1-3 metres. Although
both installations (F77 / F55 and VSAT) need to take account of wind forces on mountings, the
physical size of the VSAT equipment requires that special deck mounting and crane arrangements need
to be made. In both cases installation has to be carried out by specialist technicians but for F77 / F55
this should take just 1-2 days. VSAT installation often requires highly skilled technicians and expensive
test equipment such as 20GHz spectrum analysers.

F77/ F55vs. VSAT — Coverage & availability

Where Inmarsat wins again over maritime VSAT is that typically VSAT systems use regiona spot or
hemi beams and once you sail out of coverage, your service and connectivity is lost. Space segment and
backhauls need to be negotiated in each spot or VSAT beam to ensure continuous coverage. The
Inmarsat F77 / F55 service achieves very high levels of rdliability and availability through the use of
fully redundant components at Land Earth Stations, backup Network Co-ordination Stations (NCSs)
and afully backed-up Operational satellite constellation. The fade characteristics of L-band, for
example during high precipitation, are superior to C or Ku-band. In addition to this, interference from
other maritime C-band radar systems is much reduced.

F77/F55vs. VSAT - Datarates

Inmarsat F77 & F55 support packet data rates of up to 64kbps and circuit-switched rates of 56/64kbps
(and 128kbps for dual termina ‘bonded’ channels). VSAT systems typically support data rates up to
2Mbps depending upon antenna size and satellite capacity.

F77/F55vs. VSAT - Regulations & licensing

It is always important to understand the regulations for VSAT, as any equipment installed on a vessdl
must comply with ship radio licensing requirements. It is necessary, for example, to check your flag
state requirements for C and Ku-band.

Copyright © Inmarsat 2006 Page 12 of 98 Version 2.5




Inmarsat Confidential F77 & F55 Services and Applications Reference Manual

2.3 Inmarsat Mobile| SDN

The Inmarsat Mobile ISDN service on F77 provides a global (and in the case of F55 a spot-beam),
satellite-based extension of the terrestrial ISDN network to maritime users who would otherwise be
unable to access ISDN. As urban-based organisations become more familiar to the features and
capabilities of ISDN they will come to expect the same communications features and capabilities aboard
their vessals. Many maritime Inmarsat customers already use Inmarsat systems for transferring data to
and from their shore-side offices. As ISDN is made available by their terrestrial telephone service
providers they too will wish to take advantage of the higher speeds and lower costs of the F77 / F55
mobile ISDN service for their maritime data communications needs.

It follows that demand for the Inmarsat Mobile ISDN service is clearly linked to the availability and
growth of 1ISDN applications and services.

Because of the globa growth of ISDN a whole range of telecommunications applications that were once
the domain of large corporations have now become cost-effectively available to even the smallest of
businesses. Dia-up networking using ISDN enables any number of Local Area Networks (LANS) to be
quickly and easily linked. Using the Mobile ISDN technology maritime users can transform their
shipboard communications environment into an ‘ office that floats'.

Anyone who uses modems over traditiona analogue telephone circuits will be familiar with the sound of
two modems ‘handshaking’ and trying to connect, which can take 15-30 seconds of chargeable
telephone time. An ISDN call typically takes less than 5 seconds to connect - a factor, which becomes
even more significant when one is making a call over a satellite communications system.

While the use of Maobile ISDN to implement ISDN applications on board a vessel is a magjor benefit, it
should not be forgotten that the Mobile ISDN service is also the most cost-effective means of
transferring data over Inmarsat. While there may be additional equipment required to implement Mobile
ISDN - if no terrestrial ISDN line & Terminal Adaptor already exists - and line rental charges, the
reduced cal charges per kilobit will normally cover this cost many times over the life span of the
terminal. In many cases, users will have covered the additional egquipment cost within a matter of
months.

With the introduction of the Mobile ISDN service there are no longer any reasons why those working in
a maritime environment should not enjoy any of the sophisticated IT solutions that are taken for
granted in today’s modern office.

The protocol implemented by Mobile ISDN on F77 and F55 isin fact Euro ISDN compatible and
hence up to 10% more efficient that B-HSD.
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2.4 Inmarsat Mobile Packet Data Service (MPDS)

Imagine one of your existing maritime customers is using the Inmarsat F77 / F55 terminal to access the
Internet. They are trying to find alocal chandler for a particular piece of equipment, and so are using an
Internet search engine to find a supplier at aloca port. Because they know that they are charged for
every second they are connected, they hurry through the information, picking out the first couple of
suppliers that they discover. If these suppliers cannot help them, they then need to reconnect to the
Internet and repeat the search.

However, the nature of the Internet means that, for the majority of the time for which they are
connected, there is very little information being passed via the satellite. There is aflurry of activity
when they first display each page, but there is ‘dead time' while they are reading through the
information on the screen, no more information is being sent or received.

Now imagine an dternative situation where, rather than being charged for the time for which they are
connected, they are charged for the amount of information that they send and receive via the satellite.
They can now take their time, reading through the information, knowing that, however long it takes
them to read the information on a screen, it is costing them nothing.

This dternative situation can now be achieved, using the Inmarsat M obile Packet Data service
(MPDS). As this example demonstrates, the new service can provide significant cost savingsto F77 /
F55 users when accessing information interactively.

With Mobile ISDN, the customer uses a dedicated line or channel between their mobile equipment and
the satellite. This channel provides up to 64kbps of bandwidth. The customer is charged for the total
length of time for which this dedicated channel is alocated.

MPDS works by allowing mobile users, covered by the same satellite spot beam, to share the channels
available in that spot beam. As more users connect, they too are shared amongst the available channels.
Given that the bandwidth of each channel isfixed at 64 kbps, this means that the bandwidth available to
each user is reduced when further users connect. Therefore, the mobile users may be aware that the
speed of the service is slowing down.

However, Inmarsat systems monitor the MPDS channels to ensure they operate at optimum loading,
adding further channels to the spot beam to maintain a service that isfit for purpose. During quiet
periods, e.g. when a user is reading a web page or typing an email, the channels are free to be used by
other mobiles. Thisis because only short maintenance bursts are sent to keep the network informed of
the mobil€e's status. (The cost of these maintenance bursts is considered an overhead and is not charged
to the end user terminal.)

Currently the MPDS service is operated on a ‘best efforts' or undefined bit rate (UBR) basis. This
means the bandwidth available to an individual mobile may vary depending on the activity of other
mobiles, but could be as much as 64kbps. In addition Inmarsat will add more channels as the traffic
grows.

Given the variety of applications that can be used on the Inmarsat Fleet, there is a quick way of
deciding whether the Mobile ISDN or MPDS is more appropriate for a particular application. As a
generad rule, if the application uses the Internet or involves human interaction (such as reading
information on the screen, or inputting data via the keyboard), it is likely to show substantial savings by
using packet data.
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2.5 Inmarsat F77 / F55 applications overview

Inmarsat Fleet F77 and F55 are desighed to accommodate the needs of a wide range of maritime users
with large amounts of data to receive and transmit such as cargo & container shipping, oil & gas
production & transportation, naval communications, fishing, passenger and cruise lines. The rest of this
section includes a non-exhaustive list of some key applications that can be used over Inmarsat F77 and
F55. Where necessary these ‘technical solutions' are explained in more detail in Section 4.

2.5.1 Navigation

Navigation is a general area that comprises location finding, using the most up to date charts, weather
forecasting, tide and current predictions, route planning and route optimisation.

2.5.2 DGPScorrections

The optional Differential Global Positioning System (DGPS) service provides enhanced location
determination for GPS. The standard GPS output is made more accurate with differential corrections
received viaan F77 / F55 terminal tracking an Operational Inmarsat satellite. Reception is made
possible using a DGPS receiver tuned to the narrow-band 1200bps broadcast channel transmitted on all
four Operational satellites. Thisis a subscribed service and a special receiver isrequired which is
installed with the F77 / F55 terminal. The service providers continuously calculate corrections for the
appropriate ocean regions and transmit these uni-directionaly in rea-time. Some F77 / F55 terminals
have a convenient dedicated L-band receive output port specifically for this equipment, for others, a
simple diplexer module can be used.

2.5.3 Navigational chart updates

In asimilar way to the DGPS facility, application providers exist that provide continuous broadcast
information including navigational charts. These are also broadcast at 1200bps on at least 3 Operationa
Inmarsat satellites to provide global coverage. Once again a small L-band tuner and receiver unit are
attached to the F77 / F55 terminal. The chart update package includes route planning and route
optimisation software. More detail about the system isin section 4.

2.5.4 Obtaining weather reports

Detailed weather reports including precipitation, sea surface temperature, swell, wind speed & direction,
ice pack, currents and tides can aso be received either via the subscribed broadcast service described
above or by FTP downloads for the specific area you are sailing. The other most obvious way to
receive weather forecast and report information is viaatypical Internet WWW session, which would
normally be most efficient via MPDS. In this case all that is required is a PC with WEB-browsing
software such as Microsoft’s Internet Explorer or Netscape Navigator. An example of thisis shown in
more detail in section 4.

255 Safety, distressys MRCC and Coast Guard communications (F77 Only)

The Fleet 77 distress service provides a multi-layered priority system allowing Distress, Urgency and
Safety calls to pre-empt lower-priority and routine calls. The pre-emption alows both the mobile and
other shared resources such as Land Earth Station (LES) channel units and occupied satellite channels
to be pre-empted and made available for the higher priority cal if necessary (i.e. they are busy on lower
priority calls). This applies to shore-to-ship calls as well as ship—originated. When installed correctly,
F77 (but not F55) can form part of a GMDSS safety system. For further detail on GMDSS and F77
call pre-emption see Distress/ Safety / MRCC / Coast Guard (F77 only).
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2.5.6 Interfacing with general analogue equipment

Using devices with analogue interfaces viaan F77 / F55 MES (such as additiona handsets, Group 3
facsimile, V-series voice-band data modems, STU-I1b/111 secure phones and DECT handsets efc.) is
possible viathe AMBE voice service and the 64kbps 3.1kHz audio service. See Analogue systems —
Group 3 fax, modems and DECT for more details on how these services can be configured.

2.5.7 Securecommunications

A STU-III SECTEL (Secure Telephone) can be attached to an F77 / F55 MES via the two-wire RJ11
interface in exactly the same way as the V-series modem and G3 fax machine. Some F77 / F55
terminals and LESs will support STU — demodulation meaning that the STU call can be connected via
the lower-cost ABME voice service at 2.4kbps rather than the more expensive 64kbps 3.1kHz audio
service. Secure speech tested over a 64kbps 3.1kHz audio link has been found to be *highly intelligible
and the voice quality rated ‘ synthesised’. See Secure communications— STU and STE for more
detail.

2.5.8 Fleet Management & the corporate WAN

Operators of Local Area Networks on board ship increasingly require connections with other LANS. It
is possible to interconnect different networks transparently via F77 or F55, using, for example, TCP/IP-
based protocols. More detail on corporate WAN access options is given below in Fleet M anagement &
access to the cor porate WAN.

2.5.9 World-Wide-Web (WWW) access

Perhaps one of the most popular applications of F77 and F55 users is access to the Internet. A vast
quantity of information useful to marinersis available via the World-Wide Web. This is readable with
standard browser software either bundled with all popular operating systems (Internet Explorer- |E) or
other vendors (Netscape Navigator). The principal way Internet access will be arranged through an F77
/ F55 terminal will be using a specially configured dia-up-networking session viaMPDS. It is aso
possible viaa Mobile ISDN call to an ISP or via a corporate intranet. It is worth noting that Internet
access restrictions can easily be applied by an administrator, using content control software such as
NetNannya from http://www.netnanny.com/. More detail on access to the Internet viaMPDS is
provided below in World-Wide-Web (WWW) access. Remember that on F55, MPDS and Mobile
ISDN work in the spot beams only.

2.5.10 Email

Electronic mail is becoming one of the most popular mechanisms for communicating at sea. Because of
the different time zones and 24-hour nature of Global maritime operations, * office hours' may not
coincide so detailed messages must be left for later retrieval and action. An email composed off-line and
sent viaan F77 / F55 termina into the corporate mail system can be ideal for this purpose. To achieve
the most cost-effective maritime email service, however, may require not just a PC with email client
software and shore-side email or Internet accounts, but a correctly configured dial-up networking
connection, email compression software and ensuring that your mail client/server settings have been
optimised for satellite networks. Several solutions and techniques exist to achieve this and they are
further below in Email via F77 / F55.

2.5.11 Ship-to-ship communications

Ship-to-ship communications via F77 / F55 will typicaly be via the 4.8kbps AMBE voice service,
dialled as a mobile-to-mobile call. Useful directory information is available on-line directly from the
Inmarsat website on vessel identities and contact numbers.

Vidt http://www.inmarsat.com/ship_directory.cfm for this unique service.
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2512 Cargo/ vessel telemetry

The principle of telemetry is ‘measurement at a distance’. It alows the essential parameters of either a
ship’s cargo or even measurements of the vessels operational systems on board to be transmitted to a
remote centre where the appropriate expertise can be focussed and fleet or cargo management decisions
taken. These may require maintenance to be undertaken or some corrective action relating to the ship’s
cargo or even vessdl re-routing. Sensors or transducers around the vessdl will typically be producing
small quantities of data at regular intervals. Applications relating to telemetry are frequently tailor-made
as the specific nature of the systems being monitored varies so widely between companies. More detail
and an example using MPDS viaF77 / F55 is given below in Cargo / vessel telemetry via MPDS.

2.5.13 Crew calling (welfare)

Ship owners and managers are fast realising that a convenient voice service, provided for the shipboard
staff, can make a happier, safer and more productive crew. It is now easy to provide some remote
telephones, installed in private areas, which accept money or cards to pay for calls home. Severa
LESOs provide pre-paid caling card services, which are also ideal for this purpose. See Crew calling
(welfare) via F77 / F55 below for more detail.

2.5.14 Videoconferencing

Users can enjoy full videoconferencing facilities from virtually anywhere on the ocean. International
standards exist which are widely implemented and which are ideal for use over F77 / F55 alowing
simultaneous video and audio. More detail is provided in Video conferencing.

2.5.15 Using MicrosoftO NetM eeting

With NetMeeting on F77 / F55, maritime users can not only undertake a low-resolution
videoconference but aso enjoy advanced application sharing facilities such as a shared *virtua’ desktop
and creative ‘white boarding’. More detail is provided on installing and configuring MSN Messenger
Service and NetMeeting below in Using MicrosoftO NetM eeting via F77 or F55.

2.5.16 Universal Messaging

Universal messaging is the ability to send messages via practically any medium or communications
system to a group of individuals simultaneoudly. It has been implemented by some companies via
websites, which alow messages to be created and dispatched to a target group using a large variety of
media including synthesized text-to-speech voice calls. More information is given in Univer sal
Messaging via F77 & F55.

2.5.17 Voice and data multiplexing

A 64 kbps data channel may be used to carry up to eight multiplexed (or combined) telephone, fax and
medium-speed data circuits. This capability may interest Fleet users where multiple telephone lines are
required for example with passenger caling in the cruise industry or for simultaneous welfare caling by
ship’s personnel. Alternatively it will provide the capability to have a data connection to the corporate
WAN and simultaneously support several compressed voice channels. Sophisticated multiplexing
equipment is available for this application (for example the V100 from Vocality International Ltd),
which can efficiently multiplex 4 to 8 voice/fax/data (V.32) channels plusa LAN connection onto a
64kbps F77 or F55 Mobile ISDN call. Any unused voice call capacity (including speech interpolation on
active cals) is dynamically allocated back to the LAN connection. More detail on multiplexing is
provided in Voice and data multiplexing via F77 / F55.
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2.5.18 Filetransfer

This application is the transmission of large files to or from shore. An example could be image files or
seismic recording data. Several options exist for such transfers and some equipment and protocols can
be recommended which have been optimised for Inmarsat F77 & F55. Unless the session is interactive
it is expected that Mobile ISDN would be the preferred communications mechanism for File Transfer
rather than MPDS. More detail on file transfer is provided below in File transfer with F77 & F55.

2.5.19 128kbpschannd ‘bonding’

If an enhanced data rate is required, two F77 or F55 terminals can be installed on a single vessel and
have their two channels *bonded’ - through the use of externa equipment such as Livewire's ISDN
Integration Unit (11U) - whereby two 64kbps UDI channels can be aggregated together to produce a
single 128kbps aggregate channel. Some F55 terminals even support a dua channel bonding mechanism
internally. See 128kbps channel ‘bonding’ below for details.

2.5.20 Group 4 facamile

Group 4 fax machines are designed for use over ISDN, offering faster transmission speeds, higher
quality and improved transmission reliability. The main benefit of Group 4 isthat it uses a digita
network throughout and so does not convert the scanned information into an analogue format before
transmission. With ISDN, it typically takes only six seconds to transmit an A4 page rather than about 45
seconds for Group 3 machines. More detail on fax delivery / retrieval optionsis provided in Facsimile
viaF55/ F77.

2521 Telex

Although a direct connection to the Telex network (such as the Inm-B service) is not supported on F77
or F55, users who wish, can send and receive Telex messages via a Telex interworking agent. Service
providers exist who can offer an email or Internet interface to a private ‘virtual” Telex account.
Messages can be created as a mail document and forwarded viaa‘send Telex’ mailbox and telex
number to an interworking server. The messages are then automatically forwarded by Telex-net and
distributed to the correct Telex addresses. Confirmation of the message status is then returned to the
sender. Using these providers, other features are available such as multi-addressing, conversational
telex, message routing, desk top printing, message notification, search requests, ‘legal document’ and
message status reporting.

2.5.22 Tele-presence

Tele-presence can bring remote expert assistance directly to the ship, such asin cargo or vessel damage
& insurance assessments or advice on the repair of ship engines for example, avoiding the expense and
delays of transporting and co-ordinating a ship visit by a speciaist.

2.5.23 Tde-medicine

Inmarsat F77 / F55 can provide rapid access to remote medical expertise, using interactive audio-visua
and data communications measuring a patient’s vital signs. Systems such as Vita Link® 1200 from
http://www.telemedicsystems.com/ have been specifically designed for just this purpose. Use of such
equipment can assist medical professionals to take decisions that can save lives or avoid costly ship
diversionsif unnecessary.

2.5.24 Tee-education

Inmarsat F77 / F55 can support tele-education applications such as the training of staff whilst
embarked, on installation, maintenance and emergency procedures. The resulting savings in expenses
and travel can be significant.
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Inmarsat Confidential

3. Overview of the Inmar sat system

3.1 F77/F55 Coverage map
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The previous coverage map shows the areas of F77 / F55 global and spot beam coverage of each of the
four satellite regions. Each of the four ocean regions operates as a separate network. In areas where
regions overlap, as shown on the map, the separate networks are defined by either mobile antenna
discrimination (for Inm-A, Inm-B, mini-M and F77 / F55) or by frequency (for Inm-C, Inm-D+).
Mohile antenna discrimination means that antennas with sufficient size (and hence gain) can receive and
transmit to one satellite without causing interference to or receiving interference from another satellite.
The user of a mobile earth station with a small antenna, however, must determine which satellite to use
by its frequency (in such cases, of course, frequencies cannot re-used between overlapping regions).

F77 and F55 operate within the full global beam coverage area of the Inmarsat satellites and like
Inmarsat-B, take advantage of the added power of spot beams when in coverage.

3.2 Inmarsat 4 Coverage extension
An extension is now being implemented for al existing spot-beam services, to include the following:

Fleet F55 MPDS, 9.6Kbit/s Fax option, 64K Mobile ISDN and 3.1Khz Audio
Fleet F77 128Kbit/s Mobile ISDN

Following the implementation of the Inmarsat 4 satellites, coverage for these servicesis planned to be
extended to include the full IOR and AOR-W areas served by Inmarsat 4 satellites (N.B. at the time of
writing, IOR coverage has not as yet been extended — for the latest status, please visit
WWW.inmarsat.com/coverage ).
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The spot-beam service coverage extension planned via the Inmarsat 4 satellites is represented by the shaded area above.

3.3 Network Operations Centre (NOC) and LESs

In each ocean region there is a Network Co-ordination Station (NCS), which manages and co-ordinates
the telecommunications traffic in that region. The NCS assigns available communication channels to the
Mobile Earth Stations (MESs). When a channel is no longer required, it is released to be allocated later
to another MES when required. Typically, the NCS function is performed at a particular Land Earth
Station (LES) under contract to Inmarsat. Of all the Inmarsat systems, Inm-M, Inm-B, mini-M, F77
and F55 actually all use the same NCS in each Ocean Region. The Network Operations Centre (NOC)
at Inmarsat’ s headquarters in London, England performs co-ordination of the network 24 hours a day,
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every day. The NOC maintains contact via dedicated satellite and terrestrial links with the NCSs and
LESsin al Ocean Regions.

Land Earth Stations (L ESs)

As shown below, the Land Earth Stations (LESS) are the gateways, which provide the link between the
satellites and public terrestrial telecommunications networks. Each LES communicates with just one of
the four Inmarsat satellites and is thus said to serve a particular Ocean Region. Often single LESs are
situated within the footprint of more then one Ocean Region and thus are able to offer multiple Ocean
Region coverage from a single location. LESs are owned and operated by national telecommunications
operators and other authorised private telecommunications organisations. LES operators compete
alongside AA’s and ISP’ s with each other for Inmarsat customers' traffic. Thus, customers will find it
beneficial to ‘shop around’ to determine which LES offers the best services and most economic traffic
charges for their particular communications needs.

Inmarsat System Overview

Telephone

3.4 How F77 and F55 callsarerouted & billed

Telephone calls over the Inmarsat satellites can be made from either the mobile satellite terminal
(mobile-to-fixed calling) or from a normal terrestrial telephone line (fixed-to-mobile caling). The point
of origination of the call (i.e. from the satellite terminal or from aterrestrial line) determines the manner
in which the cal is routed and billed.

M obile-to-fixed call routing

The Mobile Earth Station (MES) operator makes the selection of the LES by either using the default
LES programmed into the MES for each ocean region or by entering the LES code in the dialling string
for aparticular call in accordance with the MES manufacturers’ instructions. The LES operator using
its own national or international routing arrangements carries out terrestrial routing of the call to itsfina
destination.

Fixed-to-mobile call routing

When a land-based fixed subscriber wishes to make a call to an F77 or F55 terminal, the terrestrial
network needs to be able to recognise the dialled Inmarsat Mobile Number (IMN), route the call and bill
the call at the correct tariff. The subscriber’s telecoms provider therefore needs to have put into place
appropriate routing arrangements with one or more LES operators in order to handle Inmarsat fixed to
mobile calls. Some telecoms providers have their own LES. However, they will still have to make
routing arrangements with LES operators in other ocean regions as only the large LESOs can ‘ see’
more than two Inmarsat satellites.
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These routing arrangements require that the telephone service provider’s exchange recognises not only
the ocean region dialled but also the type of Inmarsat call to be made (as determined by the T or type
digitsjust after the country code) so that the call can be routed to an LES offering the desired service in
the correct ocean region. Thisinformation is also required so that the call can be charged at the correct
tariff.

In 1996 a new ITU Single Network Access country Code (SNAC) of 870 was alocated to Inmarsat
which alows a caler to adigital Inmarsat mobile (such as F77 / F55) to dia the same number
irrespective of which Ocean Region the mobile is located. This was part of the Inmarsat Mobility
Management (MOBMAN) initiative, which also enabled GSM-like value-added services such as
automatic voice, fax mailboxes and call forwarding to be provided by LESs. SNAC (870) has now been
implemented by a number of national PTTSs.

In summary then, the fixed subscriber cannot determine the routing of calls made in the fixed-to-mobile
direction but is dependent upon the routing arrangements made by the telephone service provider. Most
PTTs and private telecom operators have the appropriate routing arrangements in place for standard
Inmarsat services including F77 & F55. However there are some PTTs in less devel oped countries or
smaller private operators that do not provide these routing arrangements. There are also some PTTs
that while able to route voice services are unable to route data services fixed to mobile. If the customer
is based in one of these countries they can still be provided with a fixed to mobile solution operated by a
number of service providers and LESs.

M obile-to-mobile calling

Mobile-to-Mobile calling is supported for F77 / F55 services. There is of course twice the end-to-end
delay because of the double satdllite hop, which is likely to reduce the throughput and performance of
many user applications.
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M obile-fixed and mobile-to-mobile billing

When a cdl is made from an F77 or F55 terminal the call charge is composed of two elements; the
satellite portion comprising the call from the MES to the LES via one of the Inmarsat satellites and the
terrestrial portion (or back-haul) 1, which is the delivery of the call from the LES to the final PSTN or
ISDN destination. An MES user can make a call using any LES within the ocean region of operation
that supports the Inmarsat service required.

However, different LESs will have different tariffs, usually structured as charge-bands based on the
destination called, and it makes good business sense to ask your AA or ISP for the most relevant tariff
system for your vessel.

The Accounting Authority (AA) or ISP usualy bills F77 / F55 calls made in the mobile-fixed and
mobile-to-mobile direction in the same manner as other Inmarsat maritime services are hilled. See
Service Activation and MES requirements for more detail.

Fixed-to-mobile billing

Call charges for fixed subscriber originated calls are set by the telephone service provider or PTT and
cannot be influenced by the subscriber and in some cases can be rather high. However, in countries
where the telecommunications service has been deregulated there will normally be a choice of telephone
service providers thus enabling a fixed subscriber to have a choice of tariffs. Many LESs and service
providers have aso introduced two-stage dialing methods to by-pass the default national PTT routing
agreements, and will have separate billing arrangements (and often more cost effective call charges) for
the Inmarsat portion of the call. Otherwise the telephone service provider bills calls made in the fixed-
mobile direction.

! The terrestrial delivery or back-haul should always be via aterrestrial cable network to avoid the issues
associated with double-hops. Specia call markers within the PSTN and ISDN signalling systems indicate that
asatellite hop has aready been included (‘ SAI") so subsequent routes should only be cable. Occasionaly,
however, a second hop may be unavoidable, on, for example, an F77 / F55 call to aPSTN number within an
undeveloped national network where only satellite isavailable.
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4. Inmarsat F77 / F55 Technical Solutions

4.1 MobileI SDN BRI interface

Because the Inmarsat F77 / F55 MES isfitted with an ISDN Basic Rate Interface (BRI), the use of any
ISDN deviceis greatly simplified when compared to the systems integration and additional router
equipment that had to be procured to run an ISDN device over an Inmarsat —-B HSD terminal.

Inmarsat F77 & F55 support all the ISDN protocols that can run over a B channel found on an ISDN
line. These include all the popular ISDN protocols such as X.75, PPP, HDLC, V.120 and V.110. Also,
if new protocols are developed these will also run over aMaobile ISDN link. (Note: V.110 is only
supported at 56 kbps).

However, Inmarsat F77 / F55 does not actually implement any of these protocols. The implementation
of the protocolsis found in the Terminal Adapter or in the software on the PC. The Inmarsat F77 / F55
is merely a pipe that supports a 64kbps data stream.

Because Mobile ISDN provides a pipe in the form of a B channel just like ISDN, it can benefit from
new developmentsin ISDN that send data more efficiently or with extra features such as compression
or encryption. For example, many Terminal Adapter vendors now provide V.42bis compression as
standard in X.75 and V.120. These have been developed many years after end-users have installed
their ISDN lines but they can run these new protocols without changing their ISDN line. The same
appliesto Mobile ISDN. For the first time in the mobile satellite world, satellite end-users will be able to
tap into a much larger data communications world in the form of ISDN and benefit from the huge
amount of ongoing investment in new 1SDN technologies.

All Inmarsat F77 / F55 MESs are compatible with Euro ISDN and so the ISDN device to be used with
F77 / F55 must also support this ISDN standard, which is often configurable either by software or
replacement of a chip within the device.

In the event an ISDN device is not fitted with an ISDN BRI then it can usually be used with an
Inmarsat F77 / F55 MES in conjunction with an ISDN Terminal Adaptor.

Some ISDN applications requiring 2 B-channels (such as 128kbps video conferencing) can now be
supported using the channel ‘bonding’ technique described in 128kbps channel ‘bonding’. Such
applications may need some specific configuration. Advise on these applications can be provided by an
experienced integration provider.

This document describes most of the more commonly used F77 / F55 applications (both ISDN and
non-1SDN) together with any specific configuration issues that may need to be addressed when they are
used with the Inmarsat F77 / F55.

N.B. A new, dedicated channel 128K bps service option will now be provided on Fleet F77
(planned from Q1 2005). See section 6.1 for further details.
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4.2 Inmarsat Mobile | SDN versus Mobile Packet Data Service

The Inmarsat Mobile Packet Data Service (MPDS) has been developed to provide away of delivering
mobile packet data over satellite, which is more efficient and flexible than anything that can be achieved
by satellite at the moment.

With the Mobile ISDN service, the customer is charged for the time for which they remain connected,
regardless of how much data they transfer. The key advantage of the new Inmarsat Mobile Packet Data
is that the customer will only pay for the amount of information that is sent over the network. This
allows the customers to work in a similar way regardless of whether they are in the office or onboard
ship.

Thisis achieved by alowing channels from the ships to the satellites to be shared by severa users, and
makes more efficient use of the satellite network.

As aready mentioned, there are still situations in which Mobile ISDN is more appropriate.
There are a small number of software applications that make up the majority of all shipboard data use.
Internet access
Email
Document or File transfer
Accessing aloca area network or corporate intranet

At any point in time, each of these applications uses different amounts of bandwidth on the network,
depending on what it is doing. Most applications use less than haf of the available bandwidth at any
given time. Therefore it follows that on a circuit switched service such as Mobile ISDN, the user would
be paying for, but not using, 100% of the channel. Using Inmarsat MPDS the customer will pay for just
the data that is transmitted or received over the network.
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The chart below shows cost curves for atypical Inmarsat Mobile Packet Data application like web
browsing where data transmission is sporadic rather than continuous. The chart compares the cost of
running such an application over Mobile ISDN, which is shown as a steadily increasing line reflecting
the per minute charges associated with a switched circuit, and the cost of running such an application
over Inmarsat Mobile Packet Data, which is shown as aflat line which increases only when datais

being transferred. Clearly then, for data transfers of a sporadic nature, the Inmarsat MPDS service will
be more cost effective than the Mobile ISDN service.

Mobile Packet Data

Cost —————»
)
..}é
%
4

Time ——

Inmarsat Mobile |SDN vs. MPDS cost comparison

It follows also that if the application is transferring data continuously then the Inmarsat Mobile Packet
Data charge curve will go above the circuit switched charge curve and it would be appropriate to advise
the use of the Mobile ISDN service for that particular application.

As agenerd rule, if the application uses the Internet or involves human interaction (such as reading
information on the screen, or inputting data via the keyboard), it is likely to show substantial savings by
using packet data. The following chart summarises the appropriate use of either Mobile ISDN or
Inmarsat Mobile Packet Data for various popular applications.

MM obile Packet D ata

4 e on-line email

leisurely web-browsing

intensive web-browsing

= e

batch em ail

« audio

4 = video-conferencing

M obile ISDN

Choosing Inmarsat Mobile ISDN .v. MPDS for popular applications.
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4.3 Navigational chart updates

Most ECDIS (Electronic Chart Display Information System) manufacturers and electronic chart
suppliers now provide a chart correction or download capability, for example TransasO (see
http://www.transas.com/) and C-MapO (see http://www.c-map.com/). Another example is the
ChartManagerO paper chart correction and MetManagerO weather service from ChartCoO (see
http://www.chartco.com/). Charts and specific updates can be obtained directly by a subscribed
customer connecting with the service provider’s specialized websites via MPDS or Mobile ISDN.

Services such as these (with dedicated software) can process and display chart updates published by the
UK Hydrographic Office (UKHO), Digital Notices To Mariners (DNTMs), maritime news such as the
Lloyds List Broadcast and weather updates. Charts and updates are also broadcast at 1200bps on at
least 3 Operational Inmarsat satellites to provide global coverage. With this system a small L-band tuner
and receiver unit are attached to the F77 / F55 termina (non-intrusively and receive-only) and
dedicated software processes and displays chart updates published by the UK Hydrographic Office
(UKHO), Digital Notices To Mariners (DNTMs), maritime news such as the Lloyds List Broadcast and
weather updates. Chart update packages often also include route planning and route optimisation
software.

An example digital chart is shown below:

The UK Maritime & Coastguard Agency (MCA) accepts these for the purposes of complying with the
carriage requirement for Notices to Mariners under Regulation 20 of the Safety of Life at Sea (SOLAS)
Convention and the Merchant Shipping (Carriage of Nautical Publications) Regulations 1998.
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4.4 Obtaining weather reports

Like eectronic charts, weather information can aso be obtained for your specific sailing area or region
by email or FTP. Numerous Internet WEB sites also exist for this purpose such as NowCastingd (see
http://www.nowcasting.ie/), TransasO (see http://www.transas.com/), ChartCoO (see
http://www.chartco.com/) and C-MapO (see http://www.c-map.com/) and WNI OceanRoutesO (see
http://www.oceanroutes.com/), and can be viewed and saved as described in the section on genera
WWW access via F77 / F55. Alternate services also exist which provide continuous broadcast data on
Operational satellites to passive demodulators and receivers. These are driven by custom software and
produce weather charts similar to that shown below.

mindd

|Date:11/12412Z  |Lat/Lon: 28.5M/ 28.8W | |S5T: 23.8C/ 74.6F

Reception of these signals as well as DGPS corrections and navigational chart updates is made possible
using a dedicated receiver unit tuned to the narrow-band 1200bps broadcast channel transmitted on the
Operational satellites. Thisis a subscribed service and a specia L-band tuner and receiver is required
which are installed with the F77 / F55 terminal. Some F77 / F55 terminals have a dedicated L-band
receive output port specifically for this type of equipment. If thisis not available a simple diplexer
module can be used.
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4.5 Distress/ Safety / MRCC / Coast Guard (F77 only)

The Global Maritime Distress and Safety System (GMDSS) makes certain mandatory requirements on
vessels over 300 gross registered tonnes and all passenger ships on international voyages. They require
the vessel to have two independent means of achieving the following (for the sea areas in which the
vessel operates):

Transmitting ship-to-shore distress aerts

Receiving shore-to-ship distress alerts

Transmitting and receiving ship-to-ship distress alerts

Transmitting and receiving search and rescue co-ordinating communications
Transmitting and receiving on-scene communications

Transmitting and (as required) receiving signals for locating

Transmitting and receiving maritime safety information

Transmitting and receiving general radio-communications to and from shore-based radio
systems or networks

Transmitting and receiving bridge-to-bridge communications

‘Independent means' also requires separate power supplies — as there should be no single point of
failure affecting both communications systems.

The four sea areas are defined thus;

Area Al iswithin range of VHF coast stations with continuous DSC alerting available (about 20-30
miles).

Area A2 isbeyond area Al, but within range of MF coastal stations with continuous DSC aerting
available (about 150 miles).

Area A3 is beyond the first two areas, but within coverage of geostationary maritime communication
satellites. This covers the area between roughly 76° North and 76° South. In practice this means
Inmarsat.

Area A4 is the remaining sea area. The most important of these is the sea around the North Pole (the
area around the South Pole is mostly land). Geostationary satellites, which are positioned above the
equator, cannot reach this far.
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m"““'“m\': L - f-f' This chart shows an example of sea areas
e P " A2and A3 around Northern Europe.
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s 1; }, <l
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*Jf ] -:i.'-,j-]_."-q _ . conjunction with F77.
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The International Maritime Organisation (IMO) Resolution A.888 (21) states that any system being
designed for use in the GMDSS after 1 February 1999 should be able to recognize the four levels of

priority:

Distress; Inmarsat Priority 3 (P3)
Urgency; Inmarsat Priority 2 (P2)
Safety; Inmarsat Priority 1 (P1)
Other (general/routine) Inmarsat Priority O (PO)

With prioritisation and pre-emption, the rescue authorities will always get a call through to a ship, even
if the voice or data channel is aready in use at a lower priority. Pre-emption works in a hierarchica
way:

A distress (P3) call will pre-empt all other communications.

An urgency (P2) call will pre-empt both safety (P1) and routine (PO) calls.

A safety (P1) call will pre-empt aroutine (PO) call.

The IMO resolution also requires that new systems should give appropriate access for communications
in both ship-to-shore direction and shore-to-ship direction for distress, urgency and safety traffic
originated by Maritime Rescue Co-ordination Centres (MRCCs) or other search and rescue authorities.
In other words, al new systems must provide prioritised pre-emption. Inmarsat Fleet F77 meets these
requirements with carefully designed call prioritisation - as standard - in the F77 specification alowing
both from and to-mobile calls to be given priority resources to complete the call. Provision of pre-
emption in both directions places a requirement upon Inmarsat land earth stations (LESs) and NCSs to
offer this safety functionality. Inmarsat Fleet F77 is the first and only satellite communications product
to enter GMDSS that is capable of meeting the latest criteria stipulated by the IMO for new systems.
Satellite system availability is aso stipulated in the same IMO resolution: better than 99.9% for ship-
shore distress alerts. Inmarsat consistently exceeds this figure. See http://www.inmarsat.com/safety/.

Special Access Codes

The following table shows two-digit codes (“ SACs’) designated for P1/P2 calls, as recommended by
Inmarsat Safety services. Please contact your LESO for further information:

32 | Medica Advice Use this code to obtain medical advice. Some LESOs have direct
connections with local hospitals for use with this code.

38 | Medical assistance This code should be used if the condition of anill or injured person on
board the vessel requires urgent evacuation ashore or the services of a
doctor aboard the vessel. This code will ensure that the call is routed

to the appropriate agency or authority ashoreto deal with the situation.

39 | Maritimeassistance | Thiscode should be used to obtain maritime assistance if the vessel
requires assistance or atow or has encountered oil pollution etc.

41 | Meteorological This code should be used by weather-observing vessels to send their
reports observations. In most cases where this service is available the service
isfree of chargeto the vessdl, the national weather authority paying
the relevant charges

42 | Navigational Hazards | This code provides a connection to anavigational office for

and warnings transmission of information from the vessel about any hazards which
could endanger the safety of navigation (e.g. wrecks, derelicts, floating
obstructions, defective radio beacons or light vessels, icebergs,
floating mines etc.)

43 | Ship position reports | This code provides a connection to an appropriate national or
international centre collecting ship movement information for search
and rescue (or other) purposes e.g. AMVER or AUSREP etc.
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]

=== Nera ISDN Handset
The F77 Distress Button 2ol Drevose At Unit
The distress function on an F77 isinitiated via dedicated button(s) 255 NERA
attached to the BDE (the Nera F77 example is shown right). The =<2 |IDISTRESS
button must have a protection mechanism against accidental Sef| | M ’
activation. As an additional precaution, the distress button must be amE —
held down for at least 6 seconds before the distress voice cal is Attesibls whon Iftivg the fiap.
actlvated Must be pressed and held down for at

il

Marine Equipment Directive ‘Wheelmark'’

The new 1EC Internationa standard (IEC 61097-13) has been published
which covers the requirements for maritime communications equipment
Ship Earth Stations (SES).

In Europe, Fleet F77 equipment approved in accordance with the above
IEC standard will be eigible to be endorsed with the *wheelmark’ *
approva symbol, shown right:

o

least 6 seconds to activate an alarm.

" )
* Fleet F77 is currently referenced in the EU Marine Equipment Directive (MED) Annex 2, and must
be moved to Annex 1 before a Wheelmark can be issued. At time of writing this has been requested.

Please check with the EU website for the latest status; http://mww.mared.org/
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4.6 Analogue systems— Group 3 fax, modemsand DECT
The F77 and F55 analogue services

The 64kbps 3.1kHz audio service enables an F77 / F55 MES to be used to establish high quality circuit-
switched analogue connections for communications with other analogue devices viathe PSTN. The
Speech service can be used for high quality voice connections via an ISDN handset and the 3.1kHz
Audio service enables the attachment of analogue communications devices such as G-3 fax machines,
modems, STU secure phones and DECT base stations. The F77 / F55 analogue RJ-11 port emul ates
local exchange line conditions such as 600-ohm impedance, ‘ battery voltage' of approx 40 VDC, dia
tone and ring current. Remember when dialling from-mobile via an analogue port on the F77 / F55 to
always terminate the dialing string with a“‘# symbol.

Group 3 facsimile

Virtually any Group 3 fax machine can be attached to an F77 / F55 MES via the RJ11 analogue port
assigned to the 64kbps 3.1kHz audio service. Alternatively this can also be achieved by using an ISDN
Terminal Adaptor (TA) connected to the MES via the BRI interface and the G3 fax machine connected
to the TA using the two-wire RJ-11 interface. In both cases to make an incoming fixed-to-mobile call
reach a particular device, an MSN number and valid terminal ID for the 3.1kHz data service must be
programmed into the MES. The same MSN would then have to be programmed into the TA. Both of
these operations will be described in the manufacturers instructions. Tests have shown that the modems
of modern G3 fax machines will train up to 33.6kbps via the 3.1kHz audio channel.

An F77 and F55 MES can now (optionally) aso support the 9.6kbps Inm-B fax service. Thisis a highly
cost-effective means of sending Group 3 fax via both Fleet F77 and F55. This service is aso provided
viathe F77 / F55 Fax Interface Unit (FIU) though an (appropriately configured) RJ-11 connector on the
MES.

Analogue modems

Virtually any voice-band-data V-series modem can be attached to an F77 / F55 MES via the two-wire
RJ 11 interface in exactly the same way as the G3 fax machine. Remember to configure the ATDT
Hayes dialing string with aterminating ‘# pound sign. Tests have shown that most V.90 modems
cannot support the delays inherent in a satellite link and that connections will normally back down to
V.34 at 28.8kbps.

Digital Enhanced Cordless Tele-comms (DECT)

DECT islikely to provide limited range in metal-walled ships such as tankers or carriers but should give
good performance in fibreglass vessels such as yachts. Any Inmarsat F77 / F55 MES may be used with
a DECT telephone system but it will require a DECT base station on one of the RJ-11 voice ports on
the BDE. This port should be configured for the telephony service required, (AMBE voice or 64kbps
3.1kHz audio).

Handsets and base stations complying with the popular DECT standard improve the performance of
cordless phones in three important areas - speech quality, security against eavesdropping, and immunity
from radio interference between nearby cordless phones. Since 1993, DECT has been a mandatory
standard throughout the EU. Member countries have set aside radio frequencies in the 1.88-1.9GHz for
DECT. Worldwide the DECT standard has been adopted in 26 countries.

The key benefits of DECT are:
High capacity.
High speech quality (32 kbps ADPCM)
DECT uses encryption so that radio eavesdropping is virtually impossible.
Standby of 45 hours and talk times of nine hours are commonly available.
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4.7 Securecommunications— STU and STE

A secure telephone (SECTEL) is a device that connects to a telephone line and provides a variety of
security services to the conversation or information that is being transmitted. Most secure telephone
devices aso have data ports for the connection of a computer or fax machine.

The most widely available types of secure telephones are the Secure Telephone Unit (STU) - 111 (USA)
and the Speakeasy (Aus). The STU-III is by far the most widely used and has become in effect the de
facto globa standard in secure communications. The STU-I11 looks like a typica telephone but
provides end-to-end security between any two STU-I11 devices, even those manufactured by different
vendors. STU uses aform of V.26 & V.32 modulation but with a heavily modified training pattern. The
STU-III was developed in 1983 for use over an analogue telephone line. The STU-1IB is a variant of
the STU-111 in use by NATO and some non-NATO countries such as Australia and New Zealand.
Three vendors are licensed by the US Government to manufacture the STU-I11 - Motorola, GE and
AT&T. About 400,000 STU-III SECTELSs are in use and Motorola dominates the market with about
50% market share. Although the STU-III is no longer manufactured AT& T till provides spares and
support for al models.

Four classes of STU-1II exist asfollows: -

Class Usage
Typel Classified US Govt only
Type 2 Non-classified
Type 3 Commercid — US only
Type 4 Commercia — exportable

Classes of STU-I11 SECTEL

Types 1 and 2 must be compatible between manufacturers whereas Types 3 and 4 are usualy
manufacturer-specific. Types 1 and 2 are no longer manufactured and have been superseded by the
Secure Terminal Equipment (STE).

Secure Terminal Equipment (STE) is the next generation STU-111. STE offers backwards compatibility
with STU-111 while taking advantage of digital communications protocols like ISDN and ATM. The
cryptographic key for STE is held on aremovable PCMCIA card for additional security. STE is
currently available as an ISDN Terminal Adaptor and supports both encrypted voice and data.

Inmarsat F77 / F55 supports STU-111, STU-11B and STE. The configurations for STU-111 and STU-
11B, both of which are analogue devices, are the same and are different to that of STE, whichisa
digital device. An STE telephone is normally capable of emulating a STU-I11 telephone.
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STU & STE configuration

The STU-I11 and STU-IIB are analogue devices and so should be connected to the MES as described
above for general analogue devices. The STE isan ISDN device and is supplied with an ISDN BRI
interface. The STE should be connected to the MES, as shown below, using the RJ45 BRI interface
on the MES and the port configured with an MSN appropriate to the 64kbps UDI or 56kbps data

Ny

Satellite

service as required.

To COM port STE

Notebook

ISDN

Notebook Land Earth Station

STU/STE configuration

Some LESOs working with certain F77 MES manufacturers provide a STU-IIb / 111 service viathe
4.8kbps AMBE voice channel. This is supported through a STU modem demodulation technique and is
significantly more cost-effective than using a 3.1kHz anal ogue (64kbps) channel.
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4.8 Fleet Management & accessto the corporate WAN

The concept of linking or networking computers within a single site thus creating a Local Area Network
or LAN isfamiliar to most of us and these LANS are becoming increasingly common aboard vessels.
There is aso an increasing demand for these remote LANs and individual remote users to access a
central or headquarters LAN to deposit or retrieve data such as email thus creating a Wide Area
Network or WAN.

Remote access of this nature is normally and most effectively implemented using LAN routers or
bridges. Routers and bridges manage the transfer of data between LANs and are manufactured as
individual units or as combined bridge/routers. Though routers and bridges differ in mode of operation,
the implementation of each is similar and so the term router is used below to refer to either a bridge or
router or hybrid.

56/64 Kbps / \ Corporate Server /
mail system(s)

Terminal
Adaptor

LES

F77 or F55 MES

Vessel's PC(s)

Remote LAN Accessvia F77 / F55

When the amount of data to be transferred between two LANs or a central LAN and aremote user is
large then a dedicated or leased circuit, whether terrestrial or satellite, will provide the most
economically attractive communications solution. However, in many instances the amount of traffic is
insufficient to economically justify a leased circuit. The use of an ISDN dial up connection, either Basic
Rate or Primary Rate, can be an attractive solution to provide the telecommunications link required.
With adia-up connection the router has no dedicated connection to the central LAN. Instead, the
router automatically connects to the other router when there is data to be transmitted. Once a
connection has been established it will be held open for traffic. When there has been no traffic for a
pre-determined length of time, selected by the user, the router will automatically clear the call. Some
routers will take a fixed minimum time to disconnect, in which case it is recommended that thereis a
‘guarding’ function in the application.

However, unless the vessel is alongside she will not have access to terrestrial ISDN. The Inmarsat F77 /
F55 service is idedly suited to this application, even — in some cases - while the vessdl isin port. Using
an Inmarsat F77 terminal, a user can connect a remote user or LAN from anywhere within the Inmarsat
global coverage area (spot beams for F55). Any router with an ISDN BRI interface can be connected to
an Inmarsat F77 / F55 terminal to provide remote LAN access.
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At the fixed site no special modifications are required for use with Inmarsat athough it is generally good
practice to use the same routers at each end of the link or at least routers from the same manufacturer
in order to take maximum advantage of any special features they possess.

Router optimisation

The most common protocol developed to interconnect various networks is called the Internet Protocol
(IP). Two transport layer protocols were developed with IP - TCP and UDP. TCP (Transmission
Control Protocol) provides a reliable end-to-end service by using error recovery and re-ordering. UDP
(User Datagram Protocol) makes no attempt at error recovery. TCP/IP is very suitable for use over a
satellite link. Inmarsat does not encourage the use of proprietary protocols but realises that the business
application might require these in order to work with legacy applications or networks.

Since both terrestrial ISDN and the Mobile ISDN service charge by connect time it is important to not
only connect when there is useful data to send but also to minimise the connect time and maximise the
data throughput once connected. LAN protocols like TCP/IP were developed for alocal environment
where bandwidth is free and are therefore potentialy very ‘chatty’ i.e. if they were used as is across an
ISDN or Mobile ISDN network they would probably keep the link alive for most of the time resulting in
high traffic charges - particularly when used on a satellite circuit. Routers to be used with an ISDN or
Mobile ISDN network must be optimised not only to perform the connections to the network to route
the data but also to minimise the connection charges.

Data filters

There may be many workstations or servers connected to a remote network and it can be very easy for
a user to forget that the router is automatically configured to make a Maobile ISDN call whenever it sees
any data destined for the central LAN. Filters can be used to diminate most of the traffic generated by
these users from initiating a Mobile ISDN call so that only authorised users can generate the remote
connection.

Router data compression

Once a connection has been established it is important that the application maximises the use of the
available bandwidth. A router with data compression can transport up to twice as much data across a
Mobile ISDN link. There are several different compression services available to the customer. Some are
provided by LESs and are therefore dependent on using the LES concerned or alternatively there are
also afew independent service providers that offer specialist satellite compression systems.

I PX spoofing

Some network protocols (such as Novell IPX) are very ‘chatty’ with the central server sending
messages to each remote user every few minutes - even when there is no data to send. In a network
using Mobile ISDN or terrestrial 1ISDN these ‘keep alive’ messages can significantly increase the traffic
charges. The routers should be configured to implement a * spoofing’ protocol whereby the router
responds to the ‘keep alive’ messages from the network without actually bringing up the
communications link.

Remote L AN access - cables and interfaces

For the Mobile ISDN Service, the router should be connected to the RJ-45 BRI interface on the MES
and an MSN assigned appropriate to the 64kbsp UDI or 56kbps service as required. When using
MPDS the router must be specified with an RS-232 serial interface and connected to the RS-232 port
on the Inmarsat F77 / F55 MES. Note that the configuration of a customers router or firewall is not
advised without appropriate training and in a real-life situation the customers' 1T specialists would
normally insist on carrying out this task as well as managing their |P address allocations for reasons of
network security.
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4.9 World-Wide-Web (WWW) access

4.9.1 How to set up Win2000 MPDS dial-up networking

MPDS enables a PC running a standard operating system such as Windows 2000 to connect to the
Internet viaan F77 / F55 terminal. At the Land Earth Station (LES) side there is a direct connection to
the public Internet as shown in the overview diagram below:

[%EB%‘?&J | P |

o PO with Infermat
WEE-browesr

World-Wide Web (WWW) access via F77 / F55

Although the diagram above shows access viaa LAN and router, it is equally possible to use the RS-
232 asynchronous data port (9-pin D-type female) on the F77 / F55 terminal directly. The example
below is based upon using the RS-232 interface (COM 1).

Firstly, to setup your F77 / F55 mobile consult the appropriate user manual. The transceiver should be
configured for the right ocean region and LES operator that provides the MPDS service. The F77 / F55
RS-232 configuration should be (using the handset user interface):

Baud rate; 115200 baud, Flow control: Hardware

PC / Windows 2000 configuration for MPDS:

Following the instructions given below, you can set up a new dia-up networking connection to work
with MPDS via F77 / F55 on a shipboard Win2000 PC. First of all the F77 / F55 terminal needs to be
made known to the PC/Win2000 as a hew standard modem. Go to the Control Panel
(Start/Setting/Control Panel) and select ‘ Phone and Modem Options' . The following window appears.
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Dialing Fiules  Modems | Advanced | TR
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Highlight Modem Tab and Click Add to proceed, then select ‘ Don't detect my modem...’, Select Next.
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bnztall Hew Modem
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Select ‘ (Standard Modem Types)' and select ‘ Standard 28800 bps Modem'. Select Next then the
Communications Port that is used for your F77 / F55 connection - Select Next.

AuiiEemove Hardware Wizard

Pleiiie Akl Il e Optians

Inatal How Modem Lot Didhrg M W s | ackvarcad |
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Flopbzrves b semhen s rrcddann. And By ohck Priocesims 2 Erariot P LA Geed Hock o
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Sdlect ‘Finish'. The PC/Win2000 will now treat the F77 / F55 terminal as a standard modem. Select
Modem tab then Standard 28800 bps modem and then select Properties.

e
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Standard 28800 bps Modem Properties HE

Standard 28300 bps Modem Properties HE

General | Diagnostics I Advanced I

General | Diagnostics  Advanced
Port:  COM1

Extra Setting

= Speakenvolime:

Extra initialization commands:

~ Dial Control

I it o dis bare Before disling

Change Default Preferences.. |
0K I Cancel |

Cancel |

The figure shows the ‘ Maximum speed’ value that must be selected from the list. Select the * Advanced’
button Enter AT+W345=4 in the ‘ Extra Initialization Command’, then click OK.

Phone And Modem Options [x] New Location

[]x]
Disfng Fues | Moderns | Advarced General | Area Code Rules | Caling Card |
; ) ) ) ) Inmarsat MPDS
@‘ The list below displays the lacations you have specified. Select the m Location pame:  [Inmrsa
TP |acation from which you are disling
Locations: Sty the lasation fam which you wil be disling
Looation T e Cote T Countegion: 123 gode:
Q G3M 020 United Kingdom BN
[olHome: 01344 I
© Inmarsat mobie 570 a1
O Usa & e disling from s Iosstion, 1iss He Following rulss
To access an cutsids lins For Incsl el disk
To access an cutside lins For ong-distarics alls, dis!
T To disabls cll waiting, disk mel
Dialusing: ¥ Tone " Bulse
M Edit Delete
oK | caneel | b | 0K | Cancel | genb |

Click on *Dialing Rules tab then click on ‘New’ to create new dialing location. Type the name of the
Location, Country then click on Apply and OK repeatedly to come out of Phone & Modem Options.

Now click on ‘Start’ menu\ * Programs'\ * Accessories'\ Communications and then Select ‘ Network and
Dial-Up connection’.

Eh fls Tew PFpeosie [eolr Advpesd  Baly -

Metwork Conmection Wizard

debat v - D) e P ek | B B wWelcome to the MNebwork
] [T R Connection Wizard
T - = | , 2
] 1 = &> - i - Uzing thix mizaid »ou can cmals a conmciion bo ot
Umsbe Covacimn  maam  Locadaies =0 compaim: ard nalvvoka, snsbing spplicalios och
St & Dl raie  EARIEH e . s x ks akic
. ;M:-:;Il:‘ o m-rrail, V' e bioveong, Ble chaing, snd prinding
| &> 5
okl o U Toconbns, chok Masi
= ) i s 2l owvel |
Feadui

Double click on ‘Make New Connection’. Click Next to proceed.
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Notwork: Comnmaction ¥Wizad

Motwosk Connoction Tppe
L A o e | of Frebi i oo et o wand b craate, haed oo
o natvank, configus sion and powr nebeorking

" Dial-mp i grvabs bk
Connaci udng my phene kne [modem or ISOM
& fhal-mp fn the Inbomat
Connect o the Interet sng np phons boe | noden o (500

T Comnesct o s peivabs unhs the |
Creabe 5 Vrlual Pisste Webvaok (W50 connsclon o Tunrs through e Inlerre|

° Accep] mooming conneclisng
L cified Gonigidbond Corire ol o e B o ne levs, s (s, o die s cabés

" Conneot directly (e apolher compu b
Coqiol usd g g seia, patalisl of nhansd ol

cBack | hwar |

Caresl I

Bt el @ et Cl ot Wesnrd

Welcome to the Intermwet
Connecton YWizard
Thee Dnibesn e Corwesiion sAzawd besins woi ood s of o) Connpeibes

o lhalrimmal. You cen Lo e voad o cet up & naa o
(e P p——

£ | vard lo pon up for @ reve nlemet sccound, [y telephone line
1z corracted o my noden ]

£ | viarl o hraraler ry geeling | rismsl sccoun! o thiz compuber.
Ky tel e o conreced B0y modem|

EF | ward tn Tal U g iedmnal connschonmyanealp. a1 | st in
cornect Hrough & local awa retwak (LAH)

To ke aca It cedtinge: wroharaged. abok Carwel

]l.hndl

To lvarr rictw sbout e Inbarat. dick Tutonal

e ]

Cancsl

Select ‘Dial-up to the Internet’, click on Next. Select the last option and then click on Next.

Infoamot Cannoetisn Wikord

Hatting un you Inleeat comseckee

LTy Foliorth 2 | ol Skl oAb B DA, 08 5 Y Lt 15 L et v vl B wrvcscla
0 conrect ko L F s ConpUier ] s connected i ] ool ssd el ek [ Jou cen gain
arcans o ha | nhermala v e LAN

Himas ol pss aodwassi o B indpme?

17 1 morkeack Fucaigh a phho e il w rccbaun

1™ | et Bracigbs oo sl s it [LAN]

e T |

Cancel

Imtarnet Cenesctian Wierd

hooin Wadom

5l 5 rciers 1 b et i B8 Inbaer

(Beck | Hem: ] oo

Select ‘| connect through a phone line and a modem’, then from the drop down menu select * Standard

28800 bps Modem

Ints rwt O oviree g Wiand

Stap 1 ol & Iab A Bl

Type the pharne numte wous dal 0o oornect o woul ISP,

e pbwcen e P
Jr=u 124

| |:.|.|-I :jl — =l

I Llew e code snd chaing nles

To pord gure corn schion propartss. ook, Adhvaresd
IH ek FRPS o recl o e e e e B 1

(Back | Hess |

Caresl

Eiteimiet Cessoctinon Wind

Biep Tl T Inteinet poroust oo isdomalien

B8 e T B puo e O e ) Ko O 0 B TR e i Ty
e bl b W a1 e b T W mim e ey e i,
conkac] pa EP
lmrere  frascyns
[RENTE | 1

iBack [ Hetr | Cwcsi |

Enter a phone number. Any number will do, e.g. ‘1234'. Before you proceed take the tick off from
‘Use area code and dialing rules' then select next. Enter User name and Password.
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iutornot Cosseetion Winad I/l iutursen Comneetion Wized

Fhep Tl T Tasligisng #ei (omgins Tt U Wi Badesapesl M S opisil
i canssbion shout o bnksmed somunk i upd bogedes 51 o ESHUD onneokon ﬂnlrtn-mrﬂmmun.uedmwuwn-m Irimed resl loves ) B0
oo ek vty e e . Teuete Bred s d e Kedeage
Tod e | et e 000 4 WA res o e
kﬁlpl":m:hﬂdnm Thix can ba e rera of por 18P of argnems ik %whﬂﬂnlum ﬂ' .mfﬁﬂ'-'ﬁm
micarabar; Fm—mwmhmmymumtmm

AR Ikt AR vioe Daydad
s s 0381 L3 s et el e Coin o
et

g

Comwachon e
Hrararzat WFOE

e T | cBack [ i ool |

Select a name for your connection (e.g. Inmarsat MPDS), select ‘N0’ then ‘Next'.

Devte it O eduie o thos Winrd m

Completing the Intermet Connechon Bide Ed4 e Fisoisa  Tads  sdvessd  Heip

Wizard SOah w oo - 0] DRSewch SyFolen ek | 5 B0 e | G

i P b 0o sl oorphated B [iteinet Doneasct e sl 2oid ARE |t Hrbod: et [d 10 Coreciorn A e

¥or compubal it now canfigusd (o conmact ko poun Inbaral == N

R - *“I ta %s ¥i e T4
[T o e Lacdl msa tacipsll  Cablabis

Uy ot e (R v . a0 D8 Carwef i e . Mitwenrk and Diab-up Crvacln Camoimn =Y Carwei ey Disdn

e @ oy §oes bay Ooulde CRCkEg the lims wet Caimnectlons

Esplorer iconon your daskiap

FRLANIS AT MIDS

e Lo corenct ko e Interes ] iniresciabeby. sebt ok b bok o Hien

Typer [k €
chok Fradhi

S [g eecmsotad

To clocs b vicad, chok Frich

Froith Canced |

1oty

Select ‘Finish'. In the *Dia-Up Networking’ window the new MPDS connection will appear as a new
icon within afew seconds. Use the right button on the mouse to access the ‘ Properties’ of the new
MPDS Connection ‘Inmarsat MPDS'.

INMARSAT MPDS Properties

Mudems Confguraton
General | Options | Secuity | Networking | Shaiing|

Connect usi

Masirass apamacl fbpl: R -|
Hedem grotocal I E|
Harchama lmatusnz
B Enabla harhazes fioss ponimd
™ Ensbés mesden sk conbcl

I~ Al devices call the same numbers

Phane numbes for Standard 28800 bps Modem———————————

#uga code Phone number: T Erustbs v o4 conmpesstion
| = |1 2345 Altemates
Couniy/feaion code) iRy

[ E| ™ Ehow el rinda

=il
™ Use disling rulzs Fiules: |

¥ Show icon in taskbar when connected

B
R e

Ok Cancel E E.‘_I:"
The figures above show which options need to be ticked and enabled.

Highlight your ‘ Standard 28800 Modem’ & click ‘Configure'. Click ‘OK’ repeatedly until the ‘Dial-Up

Networking’ window appears. Congratulations, your new MPDS dial-up connection is now configured
and an MPDS session can how be set up.
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Running an MPDS session
Following these steps starts an MPDS session.

1. Ensurethe F77/ F55 terminal ison, isfully enabled, is tracking an operationa satellite and has
logged on (spot beam selection etc. completed).

2. Ensurethe PC — F77 / F55 cable connections are in place. Go to the PC ‘Dial-Up Networking'.
Select the MPDS connection. The following window will appear:

Connect INMARSAT MPDS

User name: IInmarsatM FDS

Password: I xxxxxxxxxxxxxxxx

V' Save Password

Dial I Cancel | Froperties Help

Select the button ‘Did’.

3. Wait for the F77 / F55 to establish an MPDS connection. When the MPDS connection is
established the F77 / F55 should indicate this on the display / handset.

4. Wait for the PC to negotiate an |P address and validate the user name and password. The
following window appears while the |P address is negotiated.

Connection Complete

1 INMARSAT MPDS' is now connected.

L2

To check the status of this o ection or disconnect, right-click
itz icon in the Metwork Connections folder. or click its icon on the
tazkbar [if present].

™ Do not display thi n

5. When the above window disappears the Internet access is available. Thisisindicated on the PC
with a‘Dial-Up Networking' icon in the task bar icon tray.

Now Internet applications can be started on your PC using MPDS, e.g. FTP or Web browsing.
Closing an MPDS session

Following these steps stops an MPDS session.
Select the ‘Dial-Up Networking' icon in the task bar icon tray:

A window appears showing the connection time and the
Sent: 054 bytes number of bytes transmitted and received.

Received: 206 bytes
2 AT

] RN AN e | vy

Double click on Inmarsat MPDS icon and click Disconnect.
Select the button ‘ Disconnect’. Wait for the window to disappear.
The F77 | F55 MPDS session is nhow disconnected and is back in normal idle mode.
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4.9.2 Optimising TCP/IP settingsfor MPDS

The operation of TCP/IP is degraded significantly when used over along delayed link. In order to
improve the operation, it is required to ‘tweak’ the TCP/IP settings dightly. By expanding the TCP
‘receive window’, more data is allowed to be outstanding in the receive window before a return
acknowledgment is required. The default setting is around 8Kbytes, which is far too small. By following
the instructions below it can be increased to around 32K bytes, which is recommended. A competent
person should undertake the changes suggested here, to the system Registry, as incorrect settings may
damage system files. The following example is running under WindowsO 200 Pro.

Click start on the task bar then click on Run and type regedit and OK. Following window will appear.

£ Registry Editor
Registryr Edit View Favorites Help

=1 53 My Computer Name Tups | Data

B HREY_CLASSES ROOT [ab] (D efaul) REG_SZ [value not set)
-0 HKEY_CURRENT_USER

RS HKEY_LOCAL_MACHINE
B3 HKEY_USERS
B33 HKEY_CURRENT_CONFIG

Double click on the ‘HKEY_LOCAL_MACHINE' directory. Double click on ‘ System’ directory to
expand the folder. Double click on ‘ Current control set’ to expand the folder. Then double click on
Services to expand the folder then scroll down for TCP IP folder. Double click on ‘TCP IP' to expand
the folder. Right click on *Parameters’ folder select ‘new’ and then * DWORD value'. Y ou should see
New Value #1 in the right hand window appear.

Right click on it and change its name to TcpWindowSize (Note the case changes). Right click again and
select modify. The following window will appear.

Edit DWORD Value HE

W alue name;
ITchindowSize

* Hesadecimat

Walue data: Baze
] {

€ Decimal

ar I Cancel |

Click hexadecimal and add the value 7FFF (32767 decima) then OK. Now click on Registry in top tool
bar and exit regedit and restart the pc, the change should now be active.

Further MPDS optimisation

Through upgrading your PCs operating system Performance varies between the various Microsoft
operating systems. The following table describes MPDS standard performance and some quick steps
that can be taken to improve performance.

O/S Performance Recommendations Improvement (MPDYS)
WindowsO 2000 Best performer Install Service Pack 2 /3 2-10%
WindowsO NT Close to 2000 Ingtall Service Pack 6a 2-5%
WindowsO 95 Better than 98 when optimised Use optimisation tool 511%
WindowsO 98 Worst performer Use optimisation tool 0-12%

Note: These optimisations can also result in improvements when using the Mobile ISDN service. Tests
show anywhere up to 40% improvements can be achieved.
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4.9.3 Typical F77/ F55 WEB applications

The most popular WEB applications on F77 / F55 are likely to be straightforward Internet access for
information retrieval, communications with ports and ships supplies, news & current affairs, chart
updates, weather forecasts, WEBmail and online banking. Several WEB sites are tailored to maritime
users for example http://www.missiontoseafarers.org/ and http://www.merchantnavy.com/. They offer
‘fast sit€’ options with reduced graphical content to speed up the access via satellite and reduce the cost
of aWEB access session. WEBmail is a service offered by many Internet ISPs in addition to the usual
email server supporting the standard POP3 protocols. Several LESOs also provide WEBmail and
specidized email services via lnmarsat, such as StratosNet (see http://www.stratosglobal .com/),
Telenor’s Eik Mail (see http://www.internet.elk.com/), Xantic's Amos Mail service (see

http://www .xantic.net/) and Rydex (see http://www.rydex.com/).

WEBmMmail alows email customers to receive, read, compose and send emails with their usual SMTP
address when they only have access to a WEB browser and an Internet connection. Some WEBmail
services support attachments others do not. Ancther classic application of on-line Internet accessisto
update your ship’s PC virus protection software. As discussed el sewhere, for most of these
applications, MPDS via F77 / F55 will be the communications medium of choice.

For a complete guide to web access at seg, visit the Digital Ship Webguide, sponsored by Inmarsat, at
http://www.thedigital ship.com/webguide .

4.10 Email viaF77/F55

Existing Inmarsat users have found e-mail useful not just for inter-personal communication, but as the
perfect way to transfer any type of data from place to place. Any F77 / F55 user can connect to the
Internet and use an e-mail service provided by an ISP. Mobile ISDN users can connect to any service
provider that allows ISDN access to their service. MPDS users can connect to the Internet and access
ISP's e-mail services that do not require dial-in authentication (as the user is connected directly to the
Internet, and does not dia directly into an |SPs server). As 1SPs do not specifically tailor their services
to satellite users, F77 / F55 users may experience problems with these services, or find that they lack
options and features which are available using service providers specific to the satellite environment.
Typical ISP services alow users to have one or more mailboxes, al with e-mail addresses using the
ISP's domain name. Some may offer users the option of having their own domain name for their
mailboxes. E-mail is accessed using three main protocols. POP3 (Post Office Protocol v3), IMAP4
(Interim Mail Access Protocol v4), or via WEBmMmail, using HTTP (HyperText Transport Protocol).

POP3 is the most common e-mail access method used by ISPs. It allows messages to be stored on the
I SPs server, and downloaded periodicaly. It is afairly ssimple protocol, and only alows the direct
download of al (unread) messages in a mobile users mailbox.

IMAP4 is available on some ISP servers, and offers greater functionality than POP3. Rather than
simply downloading al e-mail to the client, IMAP4 alows a user to maintain a structure of folders on
the server, and manage the headers of messages. This enables the user to only download the headers of
messages, and then choose which messages they wish to download. In addition, messages may be
moved between folders by moving the headers, and never downloading the messages themselves.

WEBmMmail is commonly available as an aternative to POP3 services. As described above under WWW-
access, it allows an F77 / F55 user to access their mailbox through a web page.

SMTP (Simple Mail Transfer Protocol) is the protocol that a client uses to send messages over the
Internet. When using an ISP service with POP3 or IMAP4, these protocols are used to download
messages, but SMTP is used to upload messages to the |SPs mail server, for delivery over the Internet.

Some LESOs provide dedicated email facilities, which will improve on those offered by an ISP because
LESOs have the knowledge and ability to configure their service to work more effectively over a
satellite link. This may include changes to the TCP/IP stack and application time-outs for the service.
Also, as the service is hosted by the LESO, the traffic does not pass over the Internet (Mobile Packet
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Data users) or viathe public ISDN network (Mobile ISDN users) that provides a certain amount of
extra resilience and perhaps performance improvements.

The performance of the email service can be further improved by employing specialised ‘ middleware
software that is available for the satellite industry. These offer some of the following potential benefits:

Extrareslience: If adatalink isbroken during the transmission of messages, standard software will
gtart the transmission again, from the beginning. Specialised software is able to continue this
transmission from where it stopped.

Message filtering: Services can provide the ability for usersto screen mail, before it is downloaded.
This may be simply by preventing large messages from being downloaded, or by providing the ability to
check who is sending messages and only alowing messages through from known originators.

L east-cost access: Some services provide the ability to connect to the service by automatically selecting
the cheapest network. For example, ships close to shore could use GSM to access the service, whilst
switching to F77 / F55 when out of GSM range.

Batching and compression: Service may provide automated batching and compression, ensuring that
messages are transmitted in the most cost effective way.

Specialised email message hubs

There are a number of specialist companies that provide e-mail services specifically for the Inmarsat
community. Many of these companies have their roots in the industries that they serve, having had
much experience of using standard e-mail packages over satellite systems, which led to developing
better solutions for themselves, and others. The features and benefits of these solutions match those of
the LESO value added services. In fact, many of the LESO services are based on specialised messaging
hubs brought in from these companies. It is aso possible to purchase specialist hubs that can be sited at
corporate headquarters, in order to provide access for remote users directly into corporate systems,
rather than routing through a third party.

Email middleware

Middleware is aterm used for software that provides a link, or bridge, between two applications or
environments. Rather than develop complete messaging hub solutions for satellite systems, some
specidist companies have developed components that integrate with the popular corporate systems.
These solutions therefore allow closer integration with existing corporate messaging systems, whilst still
providing features that benefit the remote user.

Email via MPDS vs. email via Mobile |SDN

E-mail works effectively over both Mobile Packet Data and Mobile ISDN. However, one service is
charged by connection time, and the other by amount of data transferred, so there are subtly different
ways in which e-mail should be used over each service.

Email via MPDS

The following section details some hints and tips for using popular mail clients over the MPDS and F77
/ F55. Asthe service is charged by the amount of data transmitted, it isideally suited for sending and
recelving small urgent messages, or using mail clients which support the IMAP protocol, which enables
message headers to be downloaded, studied, and then only the required messages downloaded. In
addition, keeping the data to a minimum, by not sending attachments or ensuring that they are
compressed will lessen the amount of data sent over the link.
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Email via M obile |SDN

Mobile ISDN is charged by on-line time. Thus, it is better suited to sending large amounts of mail,
compressed and batched. Each batch can be sent at intervals throughout the day, or perhaps just once
each night.

Outlook Express and Eudora

Outlook Express and Eudora are two of the most popular e-mail clientsin use today. It is possible to
use them straight from the box on an F77 / F55. However, there are certain settings that can be
modified to improve their performance.

4.10.1 Optimising Outlook Expressfor F77/ F55

POP3 and IMAP4 systems do not provide any compression of data over the communications link. In
order to reduce the amount of data sent and received, use the following guide:

Outlook Express supports both the ubiquitous POP3 and the less well used IMAPA4. Neither of these
protocols have any compression components but the IMAP4 option allows the retrieval of headers only.
This can save bandwidth if the mailbox is susceptible to Junk and Spam mail, as these messages can be
deleted without downloading.

Switch off ‘Check for mail every x minutes' and do this manually or set the value to several hours.
The action of only checking for e-mail when necessary can reduce costs. To disable automatic checking
goto: Tools/Options/General aso on the same page Send and Receive messages at start-up should
be disabled, again to allow queuing of e-mail.

CECT T 2]

Spelling I SecLrity I Connection I k aintenance
General | Fead I Receipts I Send I Compose I Sighatures
General

g W wihen stating, go directly to my Inbox’ folder
| =
™ Matify me if there are any new newsgroups
v Autamatically dizplay folders with unread messages

[ Autamatically log on to M5H Messenger Service

Send / Receive Messages

?!_-_—__. ¥ Play zound when e meszages arrive
A_ [ Send and receive messages at startup

———p I Check for new messages every a0 =i minute(z]
[ rry computer is ot connected at this time:
ID-:n nok connect li

[refault Meszaging Programs
! Thiz application iz HOT the default b ail handler take Diafault

i

This application iz the default Mews handler tiEke erault

ak. I Cancel | Apply |
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Disable ‘ Automatically download message when in the viewing panel’ when in preview pane. This
will stop messages being downloaded as you browse the headers. This can be found in Tools/options/
Read as shown below.

ﬁ,l Options I
Speling | Security I Connection I kM aintenance !
General Fead | Receiptz I Send I Compoze I Signatures I

Reading Meszages

¥ Mark meszage read after digplaving for IE ﬂ second(z)]

™ Automatically expand grouped messages
e ™ Automatically download message when viewing in the Preview Pane

¥ Show ToolTips in the message list for clipped items
Highlight watched meszages: I- Fed ;i

ez
\j v Get 3IIIEI headers at a tims

™ Maik all messages as read when exiting a newsgroup

Fonts

Chick here ta change the fonts and default encading
uzed when reading meszzages

Fonts... | International Settings... |

k. I Caricel Apply |
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Send plain text messages only. If you use bold, underline and non-standard fonts more datais used
than plain text. To switch on plain text in Outlook Express go to: Tools/options/send mail /sending
format /plain text radio button. It is aso advisable to deselect the Send messages immediately
option, as this will alow the use of the Send Recv button on the main toolbar, which will queue
messages enabling them to be sent al at once rather than initiate a connection for each message.

_Er'j Ophions E2 i

Speling | Securty I Connection I  aintenance I
General I Read I Receiptz Send ! Compoze I Signatures |
Sending

¥ Save copy of sent messages in the "Sent [tems' folder

—— —p [ Send messages immediatel
W automatically put pecple | reply ta it my Address Book

V¥ Automatically complete e-mail addresses when composing

™ Include message in rephs

¥ Beply ta meszages uzsing the format in which they were zent

[nternational Settings. .. I

b ail Sending Format

= " HTML HTRL Settings... | Plain Text Settings... |
&' Plain Text

MHews Sending Format

"C;l: = HTHL HT ML Settings... | Plain Text Settings... |

=1 & Plain Tex

k. I Canicel | Apply |

Also, signatures impose an extra overhead; they can be disabled in T ools/options/Signatur es
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Read receipts are designed to allow the sender of the message to be notified when the recipient has

opened the message. As this generates extra traffic it is advisable, to switch them off. Go to
Tools/options/send mail.

_ﬁ,l Options I
Speling I Security | Connection I kM aintenance !
General I Read Receipts I Send I Compoze I Signatures I

Reguesting Fead Receipts

@i Il ze this option to verify when a meszage haz been read by the
recipient.

——p [ RBequest aread receipt for all sent meszages

Returning Read Receipts

% Mever send a read receipt

¢ Matify me for each read receipt request

™ Always zend a read receipt

¥ [rlessit e sent to & maling ek atd my Hame e net atte. o
ff Ealinesahithie messaae

QK I Caricel Apply

-
-

-7, When sending an Attachment; before attaching a file to an email, compress it with afile compression
utility such as Winzip (www.winzip.com), which is shareware, or Powerarchiver
(http://www.powerarchiver.com/), which is freeware.

acE)

Note that the recipient must have a similar utility to de-compress the documents.
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4.10.2 Optimisng Eudora 5.1 for F77/ F55

Eudora also supports both the ubiquitous POP3 and the less well-used IMAP4. Neither of these
protocols have any compression components but the IMAP4 option allows the retrieval of headers only.
Having downloaded the headers, individual e-mails can be retrieved or discarded. This can save
bandwidth if the mailbox is susceptible to Junk and Spam e-mail or if there is a requirement to retrieve
specific messages. The ISP must support the use of IMAP.

Eudora POP3 has the option to download only part of the message. This gives the effect of only
downloading the headers if this setting is set small enough, and has the secondary benefit that should a
message contain a virus, it can be deleted without downloading al of it. Although the dialog says skip, it
only skips the part over 3K (in this case). To change this option sdlect: Tools/Options/Incoming Mail.
Leaving e-mail on the server has advantages and disadvantages. The advantage is that you can retrieve
it later if you need it, or lose the copy that you have downloaded, the disadvantage is that it is possible
to download it again and incur more data charges. A better strategy would be to download what is
required and delete what is not from the server.

Options E |

Categon:

«| Serverconfiguation: & pOp [MAP

i

[Fetting Started
W Leave mail on server
S 2
L% ¥ Delete from server after |1 0 day(s]

Bhizcking el ¥ Delete from server when emptied fram Trash

oL
T
Incoming b ail W Skip meszages over |3 K. in zize
E [ Offline
= gndingHai Authentication style;
EE % Passwords " Kerberos
" APOF " RPA

Composing M ail

r[i!‘fi_ _:i k. I Cancel I
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If you disable ‘lmmediate send’ thiswill alow e-mail to queue which will reduce the number of

SMTP connections needed to send messages. Found in: T ools/options/Sending Mail:

oprions T

Categony:

- | Beturn address:
@ Iandy@:-::-::-cer.deml:un.-:u.uk
[Fetting Started

Dromain to add to unqualified addreszes:

Checking Mail SMTP zerver
E&g |$mtp.freeserve.net
Incoming i IF Sllow authenticatiun

F Segu:l an u:heu:k

‘—Secure Sockets when Sendng—————————————

e A o [It available, STARTTLS |  LastSSLlnfo |
ampozing M ai

r@ L’ ] I Cancel |

Send plain text messages using bold, or using underlining or text in complex fonts uses more bytes than
plain text. Text mode is set by default but can be edited in Edit/Text from the main menu. Signatures
impose an extra overhead; they may be disabled on the tool bar.

. Eudora - [Ho Recipient, Ho Subject]

E File Edit Mailbox Meszage Transfer Special Tool: Window  Help

i E@ﬁﬂ\ﬁﬁ\ o

MIMEJ L8 =._. @ Send

" From:[andy carter <andy@xxxter.demon. co.uks
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Attachments — as for Outlook, try to compress any attachments with the utilities suggested.

Switch off ‘Check for mail every x minutes' and do this manually or set the value to severa hours.
The action of only checking for e-mails when necessary can reduce costs. Thisis done from
Tools/Options/Checking Mail. On the same page, checking ‘Don’t check without a network
connection’, will stop Eudoraforcing a new network connection.

Options EZ |

Categon:

-
-

((((@,

tail Server:
i

l|:u:||:lr demon.co.uk,

[Fetting Started

Login Mame;
h;ig Ianu:l_l,l+:-::-c:-:ter
Checking Mail
Check. far mail gﬁary I - rinLite(s]
.:tv V' Don't check without a netwark connection
Inu:u:umlnMall [ Don't check when using battery
@g W Send on check
Sending Mai ¥ Save password
EE= Secure Sockets when Receiving———————————
Enmpug i ‘ [If vailable, STARTTLS  »|  LastSSLInf |

r!’.@k ;’ k. I Cancel |

Read receipts are designed to alow the sender of the message to be notified when the recipient has
opened the message. This generates extra traffic, read receipts are turned off in Eudora by default but
can be toggled on the new message toolbar as shown below.

i Eudora - [Mo Recipient. No Subject]
@ File Edit Malbos Mezsage Transfer Special Tool: Window Help

(CUT |

v & E@ﬁmLﬁﬁ\

< =l <nones J M'MEJ QF L Iﬂ_’l &3 Sel
To: I \-‘_/.’

Copyright © Inmarsat 2006 Page 52 of 98 Version 2.5




Inmarsat Confidential F77 & F55 Services and Applications Reference Manual

411 Cargo/ vessel telemetry viaMPDS

The diagram below shows an overview of atelemetry network. Sensors or transducers around the
vessel either detecting cargo status such as temperature, pressure, humidity etc. at different locations in
the hold or operational measurements of ship-board systems such as engine performance are connected
to a central processor which in turn is on the ship’s LAN. An application (typically in these cases of a
bespoke and customised nature) can establish an MPDS connection via the Internet and a firewall to
the corporate WAN. Over this link the essential telemetry data can be reported to a peer application
running at headquarters. This reporting can be according to a schedule or alternatively passed upon a
trigger value such as a pre-set alarm or limit. Using MPDS, only the telemetry data transmitted is
actualy charged for, making the system highly cost-effective.

Internet

Fl RF@%S’%_!

Cargo or onboard systems telemetry network
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4.12 Crew calling (welfare) viaF77/ F55

A pre-paid voice service, provided for the shipboard staff, can be installed rdatively easily. Having such
afacility available can, as mentioned before, lead to improved morale and a safer and more productive
crew.

PBX System

MES

ﬁi—?

i

Crew calling is made easy with F77 / F55

The typica network configuration for crew-calling, will be a pre-paid payphone or dialler, positioned in
aprivate area, which is cabled either into the ships PBX or directly into one of the analogue RJ11 ports
on the F77 / F55 which is set up for the 4.8kbps AMBE voice service. It is certainly not necessary, for
example, to use the high-quality 64kbps 3.1kHz audio or 64kbps Speech services for crew calls. Calls
can either be pre-set to route to a LESs or Inmarsat Service Provider’s pre-paid card service or
aternatively have the pre-payment accounts managed on board through the use of a programmable
payphone.
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Pre-paid card servicesvia LESOs or Inmarsat Service Providers

Several pre-paid card services are available. Typically these are accessed via a pre-arranged and
advertised short code, which is free (not charged) to the calling terminal ID. This dialling can be
restricted through the use of adialer or payphone, which only alows calls to be made to the pre-paid
platform. Once the short code is called the pre-paid platform answers and prompts the user to enter a
PIN or account number. Thisis usually provided on a scratch card or pre-paid satellite phone card. The
user then dials the destination PSTN number and is connected. Cards are usually supplied in 10 or 20-
minute values. The caller is usualy only charged for the actual time spent on an effective call through
the pre-paid service. Some services allow the caller to top-up their remaining call time (with a credit
card) through a call to the service administrator.

A simpleinstaled solution is the Inmarsat Crew Phone, a one-box device that takes h —
social calling away from the bridge - dlowing crew to call home with more privacy and
giving masters the freedom to run their vessel efficiently.

The Inmarsat Crew Phone can be used via Fleet and al existing Inmarsat shipboard
terminals (except Inmarsat A) using pre-paid calling cards.

Crew can aso enjoy cheaper phone calls thanks to Inmarsat’s 'Super Quiet Time pre- =
paid card* tariffs. For further details see. www.inmarsat.com/crewcalling

Typical programmable payphone

It is now aso easy to provide payphones, which are able to account individualy for crewmembers' call
allowances purchased in advance and programmed into the phone or onto a card. Some of these pre-
paid card phones aso accept coins. As would be expected they are ruggedised and contain anti-fraud
measures such as PIN number protection for ‘owner’ accounts etc. A typical crew calling payphone,
the PUBLISAT from http://www.gs4.fr/ is shown below:

On the display is shown credit
available for the phone card or PIN
code, and the number dialled.

Payphone messages can be displayed
in a choice of languages.

L___ Within the payphone are the call
records for the owner including Date /
Time ! number dialled & call cost.

From a PC connected directly to the payphone or via a dial-in modem the following management
controls are available:

Password and PIN protection for payphone manager or ‘owner’ account.

Individual management of pre-paid accountsin ‘call units'.

Pre-paid accounts can either be stored on smart cards or stored in phone as a PIN account.
Programmable number / digit insertion to work with any PBX, LES or F77 / F55 terminal.
Programmable cost in seconds per unit — settable on voice service used or time of day etc.
Programmable cost of cals to different destinations e.g. PSTN country codes.
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Settable overal limit on call duration.

Programmable cost of incoming calls — free, fixed value or time — dependent.

Print logs of calls made / from which card accounts or with specific PIN codes etc.
Reload fresh cards with set number of unused call units.

N.B. It isadvisable to check with your service provider if the hardware provided gives full accessto
special commercial offers available specifically for Crew Calling.

4.13 Video conferencing

Two principal International Telecommunications Union (ITU) standards exist for the provision of
video-conferencing. H.320 is a suite of specifications that define how video-conferencing systems
communicate with each other over narrow-band, circuit-switched media. Narrow-band bit rates include
the 64K bps Mobile ISDN rate. H.323 is an umbrella recommendation from the ITU that sets standards
for the provision of video-conferencing over IP networks (such as LANs and WANS) that do not
provide a guaranteed Quality of Service (Q0S). These networks dominate today’ s corporate desktops
and include packet-switched TCP/IP and IPX over Ethernet, Fast Ethernet and Token Ring networks.
It is not recommended to use video-conferencing over the Inmarsat Mobile Packet Data service, as it
will result in higher call charges than using the Mobile ISDN service. Videoconferencing and application
sharing using NetMesting, for example, is suitable for MPDS and thisis aso described in detail
elsawhere in this section.

Circuit-switched video-confer encing

The international standard for video conferencing over circuit-switched media such as ISDN and
Mobile ISDN isthe ITU-T recommendation H.320. Most video conferencing systems in general use
worldwide, are compliant with this standard. Other proprietary standards are equally capable of being
used over an Inmarsat F77 / F55 channel and the same principles will apply for their use as discussed
below.

H.320 video conferencing solutions are normally supplied either as dedicated systems specifically
designed for ingtallation in a dedicated video conferencing room or as PC hardware and software kits
intended for installation in a desk top PC. Both implementations are suitable for use with the Inmarsat
F77 | F55 service.

SERCTE GO CRRTE G

Video conferencing with F77 / F55
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The H.320 video & G.728 audio conferencing standards

H.320 is a suite of specifications that define how video conferencing systems communicate over circuit
switched media such as ISDN, including the H.261 video compression agorithm. On an Inmarsat F77 /
F55 64K bps channel this system should achieve 10-15 frames/second. The H.261 algorithm includes a
mechanism that optimises bandwidth usage by trading picture quality against motion so that a quickly
changing picture will have alower quality than arelatively static picture. With regard to audio
compression it isimportant when using F77 / F55 for video-conferencing to use the G.728 algorithm,
which only consumes 16K bps of bandwidth. An H.320 compatible video conferencing system using
Inmarsat F77 / F55 will therefore use 16K bps (G.728) for audio and 1.6Kbps for H.221 framing
leaving 46.4Kbps for video. This applies to both the terrestrial and remote F77 / F55 systems.

Video-conferencing over |P networks

H.323 is an umbrella recommendation from the International Telecommunications Union (ITU) that
sets standards for multimedia communications over 1P networks that do not provide a guaranteed
Quality of Service (Qo0S). The H.323 standards are important building blocks for a broad new range of
collaborative, LAN-based applications for multimedia communications. H.323 products offer the
following benefits to users:

Products and services developed by multiple manufacturers under the H.323 standard can
interoperate without platform limitations.

H.323 provides multiple audio and video codecs that format data according to the requirements
of various networks, using different bit rates, delays, and quality options. Users can choose the
codecs that best support their computer and network selections.

Mobile ISDN for videoconferencing

Most PC-based video conferencing systems are supplied with an integral ISDN BRI, which can be
connected directly to the F77 or F55 MES.

The video-conferencing system must support the audio coding standards as described above to function
over the Inmarsat F77 / F55 service. While most modern systems do support these standards some
older systems only have G.711 or G.722, which will not permit the use of the video conferencing
system over the Inmarsat F77 & F55 services.

Application sharing should be disabled if it is hot required, as it will otherwise reduce the already limited
bandwidth available for the video.

Once the call is connected it typically takes 5 - 10 seconds for each of the video conferencing systems
to synchronise and connect.

If the call is established with an audio connection but no video is present then it is highly likely that one
or both of the video conferencing systemsisin G.711 or G.722 audio mode. In this case clear the call
down, reconfigure one or both of the terminals and re-did the cdll.

If H.323 is to be used then the host PC should be connected to the Internet or private network if used
as described elsewhere in this section and the video-conferencing run as an application once the IP
connection is made.
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4.14 Using MicrosoftO NetMeeting via F77 or F55

NetMeeting can provide an efficient way to allow ship owners, staff and/or crew to communicate
simultaneously via an online conference. When used via MPDS this can be a highly cost-effective way
to co-ordinate resources without the need for face-to-face meetings. An example would be the resolving
ship-borne technical or logistical problems with staff simultaneously on board and ashore with video,
audio, file sharing and white boarding. Alternately it can solve the problems brought about by the
closure of Telex networks.

Here we describe how to install and use Microsoft NetMeeting. The purpose is only to help the user to
get started with the basic functions in NetMeeting, not to show how al the functions work in
NetMeeting. With NetMeeting the user can:

Make video and audio call.

Chat

Create, load, update and save the graphic information with the ‘whiteboard’ function.
Transfer files to the other conferees.

Share programs and share a remote desktop.

Minimum hardware requirements are, any PC or laptop with Pentium |1 400 MHz (at least 90 MHz
required), 64 MB of RAM for Windows 95/98 (at least 16 MB), 4 MB of free hard disk space (an
additional 10 MB is needed during installation only to accommodate the initial set-up files). An ISDN
connection, so an F77 / F55 64kbps UDI connection is therefore ideal for the purpose. A sound card
with microphone and speakersis also required for both audio and video support. A video capture card
or camerathat provides a Video for Windows capture driver is required for video support. Most of the
new PCs and laptops have built-in soundcards. (In this example, the Quick Cam Pro web camera
produced by Logitech was used and a microphone.)

AsaMaobile ISDN connection is required for the F77 / F55 terminal to run NetMeeting, the PC must
also have an ISDN card or an ISDN PCMCIA card (for alaptop) and the Microsoft Dial-Up
Networking must be configured. This is described elsawhere in this section.

Microsoft NetMesting is a standard program provided in al Windows platforms. However, the latest
version is recommended. In this example version 3.01 was used. It can be downloaded from
http://www.mi crosoft.com/windows/netmeeting

In order to start a NetMeeting session over the Internet, you must know the |P-addresses of the other
parties. Unfortunately thisis very difficult to know, because most Internet users do not have a
permanent | P address, but a | P address that changes every time they log on, and they are not always on
line either. Therefore NetMeeting uses a Microsoft Network MSN Messenger Service 2.0 Others can
be used but thisis described here because it is free of charge and easy to use. Use of MSN messenger
Service 2.0 requires a so-caled ‘passport’ or a hotmail account. Setting up such an account is aso free
of charge. The user can go to the following web sites to get MSN messenger Service 2.0 and a hotmail
account:

For MSN messenger Service 2.0: http://msn.co.uk/page/11-141.asp

For Hotmail account: http://www.hotmail.com

NetMeeting requires Internet Explorer |E 4.01 or better, the user can download the latest 1E from:
http://www.microsoft.com/windows/| E/
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Installation and configuring of M SN messenger Service 2.0

When you have downloaded the program MSN Messenger Service 2.0 mmssetup.exeit is
straightforward to ingtal. After the licence agreement, you will see the following figure:

| i MsN Messenger Service 2.0 M= R

MEH Meazenger Service

When installing MSN messenger, we use in this example the hotmail account mdganl@hotmail.com.
Hence ‘m4ganl’ isthe sign-in name in the figure below:

Click Next and you can finish the installation.
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The next step after installation of Messenger service 2.0 is to create a contact list, which contains the
people you want to contact. You must first log on MSN messenger Service by clicking the symbol

9
== in the taskbar near the clock (or go to Start, Program, choose and click MSN Messenger
Service). On the first use, you will see the following figure.

‘a2 M5H Maszumgsr

e Yon Look tep
2 £ & o
add

Send  Slatus Ml

Y'or corlact _iel. |shown bl dos: nok vel

he=es ameone i
Chck the &dd butlon bo siasl crealing wovs |t

Bl icantacks Curently Dnline
L
i Lantacts Mot Dnine |

ENQM

@ | Messenger Service
|-Tyom = his S ach- e J

5 gani.T D) s

In order to make a contact list, you click the Add. Since we have a hotmail account as shown earlier,
we must check the box ‘By e-mail address':

Add a Contact Ei

@; Messenger Service

How do you want to add a contact?

" Search for & contact

If we can't add the contact to yaur list, this wizard will help you invite
that person to start using MSR Messenger Service.

= Hack I Mest > I Bty Cancel

Click Next.

Copyright © Inmarsat 2006 Page 60 of 98 Version 2.5




Inmarsat Confidential F77 & F55 Services and Applications Reference Manual

The person we want to put in the contact list has also a hotmail account mdgan2@hotmail.com. We
type in this E-mail address and click Next. Follow the instructions then finish making the contact list as

follows:

Ad a Cntacl

Flilizrl

Ad a Entacl
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Add a Contact

@!‘_Messenger Service

You're dong!

Ta add another contact, click Next
Ifsyou are done adding contacts. click Finish.

Finish Cancel

The account m4gan2 gets a message from Messenger Service that he/she is put in mdganl’s contact
list. This happens only if m4gan2 is already an MSN Messenger Service user.

MS5H Messenger Service
ﬁ gat-1 [mdgan Ehotmail. com] has added pou ta hizdher contact list.

Do pou weant to;

£ Ao this person to see when ou are online and contack yoLe

i~ Block this perzon from seeing when you are online and contacting you

Femember, vyou can make pourself appear offline temporarily to evervone at any time.

Ok, I Cancel

v Add this person boomy contact list.

Installing NetM eeting 3.01 on Windows 98

When you have downloaded the self-extracted file NM30.exe it is dso straightforward to install. Follow
the instructions on the screen.

Using M SN Messenger Service 2.0 to make NetM eeting call

v
After you have logged on MSN messenger Service by clicking the symbol "“=%" in the taskbar near the
clock (or go to Start, Program, choose and click MSN Messenger Service), you will see the status of
the people in your contact list, i.e. if they are on-line or off-line. See below.
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& MSN Messzenger

File “iew Toolz Help

2 £ &£ g

Add Send Status b il

g Contacts Currently Online
@

@~. 11 Messenger Service
|—--T_l,lpe aWeb Search-- SEaTEh |
| 9 gan-1 [Onling) 7

If they are on-line, you can use Messenger Service to send an instant message to them. In order to send
an instant message, click Tools, then Send and Instant Message. Choose the people to whom you wish
to message, from the list.

o MS5N Messenger

Elle “iew | Tools Help

e Send an Instant Message »

pir s ) i

Send an Jnvitation
Audd .
Send Mai Dther:
Q Contac ——
ggan-i MSN HDm.e
@EBHEEE Wy Hotroall Inbox
BNUV‘E Brivacy. ..
Accounts. .
Ophions. ..
@‘- ~11 Messenger Service
i---T_l,.lpe aweb Search-- i Search I
| S gan-1 (Online) 7

After you have chosen gan-2 (the first name chosen in this example when registering the hotmail
account with MSN), you will get a new window that alows you to write a message and send it to gan-
2. Right after you click Send, gan-2 will get a similar window, you and gan-2 may then exchange
messages in real time. The results are shown below.
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2% gan-2 - Instant Message I =]
File Edit “iew Help

@vlnvite @ Block A teEantans

T gan-2 <mdgan2@hotral conm

FEMINDER: Mewer give out vour password or credit card
number in an instant message conversation.
gan-1 says:
Hi gan-2. | shall start Metrmeeting now. gan-1
Qan-2 says:
gan-1, just do it. gan-2.

|Last message received on 03.03.00 at 15:52. o

When you start a NetMeeting session, you can use voice, video and data communication etc.
simultaneoudly. Click Tools, Send an Invitation, To Start NetMeeting 3.01 and choose for example gan-
2, then you will get the figures below:

File “iew | Toolz Help
e Send an Instant Meszsage * I
ﬁ 1 Send an Invitation To Start Metkeeting 3.01 »
e Send Mail
g Contac
ggan-E SN Hom_e
B Contas by Haotrmail Inbox
g Mane Privvacy. ..
Accounts.
Optionz...
@h. 1. Messenger Service
R ot
l---T_l,lpe a'web Search--- SearEt I
| g gan-1 [Online] P
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2 gan-? - Instant Mesraps

22 gan-1 - Inclant Heceage

Eie Edl Mew Heb ] Ha Edi Mew Heb

T 0 T T R S —

Tt g2 crodlganii@inlnaleons Ta: pan-1 <ndgand Ehomel eome
REMINOER: M= vm outwour pessward or craditcend ERMDER: Mawsr cpue ausaur pegawond or of et care
nurkgrin an .'-.I B5EEEE anmrsahor mERE B B FstEnt MEE EANE C oS ERian

Yo heve imvited g a-trp-? o siar psing NetbMesting 301 gan-1 is inviling you o start using Metkeeting 307 0o
Please wait for & response or Cancel (=0 the win wan o Accept (Al T) or Dadling {AlteD) the
pending invitolion mtntinn ¥

[Mezzages thel havn bean sord ard smcmved]

oy L) peeae récnived an TR0 261 370, L

The figure above shows that MSN Messenger Service has sent you a status message telling you what to
do. At the same time, the person you invite to the NetMeeting session gets a message from MSN
Messenger Service and he or she has the chance to accept or decline the invitation.

22 gen-2 - Instani Meseages & uan-] - Instant Hessage
Fh Edl Hms Hep e Bdt Yime Heo
Hywiroin (@ Beek B o Eyrievin 0 Block 2 o
Tec gan2 < ndgan Xkcinal com: Ta: gan1 {rdgan] Eholnial eome
REMINDER: Mewer opve oul iy -'I"" s o cradit cal REMEDER Ir". nje aut -:"-'.:'"-rl'-'r.-".'r.'\- i af
rurbar Foen ins || 5 9En i LImEsSr K Bh kst Iﬁ.::-n-' T
Wou bave invited gan-2 1o start using NeiMesting 3 gan-1 is invitimg you lo start using Netheeting 3.0
Flease wait Ior a response of Cancel (AlL+0) he Do wou wanl 1o Accepl (Al T) or Decline (A0 the
pending invitalion insatabion ¥
gan-2 has accepled your invitation o stad esing You have accepted the imstation from gan-1 1o star
Meteeting 3.01 wsimag Neribdeeting 3.0
3
|
| Lot g e received on 10LIELO0 5131 = Ll mecsrtagge e d an 10002 00 & 13710 L

Click Accept in the figure above when prompted and you - the caling party - will get a new message
from the MSN Messenger Service as shown in the figure on the right, the called party will also receive a
new message from the Messenger Service as shown. At the same time, both the calling party and the
called party will see that NetMeeting 3.01 is automatically running with the status ‘not in acall’ (see
below). Also at thistime, the caled party will get a prompt showing the |P-address of the calling party.
The advantage of using MSN Messenger Service for starting NetMesting is therefore obvious. One

need not find the |P-address of the called party; you can simply alow Messenger Service to do that.
The Messenger Service registers the |P-address of the calling party and prompts this to the called party.
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MHetMeeting

@ W aiting for a rezponze from 13006777125,

BElElElE

Hotnace |E.:_-;'_‘

At this time, the calling side will get the prompt below; you must click Accept because the called party
is gtill waiting for your response.

MetM eeting - Incoming Call
lgnore |

When the calling side has clicked Accept, both the calling and the called party are in connection, see
below:

ﬁ [nzoming call fram gan-2 telenor zatellite...

£% NetMeeting - 1 Connection M=l B4

Call ¥iew Toole Help

Mame

£ gan-1 telenor satellite
Q gan-2 telenaor satellite

EENE

|Inaca|l

The small picture-in-picture on the bottom right is the video image from the your (calling) side. In order
to see and to be seen on the NetMeeting screen, you must go to Tools, Video and check Send/Receive.
Y ou can change the video window size by going to Tools, Window Size and choose the window size

you want to have.

Sharing applications, Chat, Whiteboard, File Transfer etc.
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Under the Tools menu, you can find Sharing, Chat, Whiteboard, and File Transfer etc.

Sharing is a powerful feature that allows you to remotely share an application, for example a Word
document, between you and the other party. If you want to alow the other party to revise the
document, you must allow them to take control. Y ou must be cautious sharing programs (applications)
with people you do not know well, especially when you want to share your desktop with the other
party. Thisis simply because you are potentialy giving full access to your PC and file system.
NetMeeting Chat, Whiteboard and File Transfer allow you to exchange messages, drawings and files of
any type while you and the other party are in a videoconference.

NetM eeting interworking with H.323

The example given used MSN Messenger Service 2.0 to initiate NetMesting, but not all Internet users
have an MSN hotmail account or ‘passport’. Besides, NetMeeting is mostly compliant with H.323. This
means that the called party may use another application than Microsoft NetMeeting to communicate
with the calling party, as long as that application is aso H.323 compliant. The called party may also use
another browser like Netscape or Opera, or even using a different operating system than Windows. In
such situations, however, MSN Messenger Service 2.0 is no longer helpful, and we must have another
way to get the IP-address of the called party before we can initiate NetMeeting. Thisis not trivia asthe
IP-address is likely to be different every time the user logs on to the Internet for an *ordinary’ user (one
that does not connect to a LAN). Fortunately, there are services available that can make it easier for
you to make a NetMeeting call in these circumstances, some are free of charge and some are not. Since
most PCs today use Windows as the operating system and Internet Explorer as their default browser,
we have not described the use of these alternate services, also because MSN Messenger Service 2.0 is
free and very easy to use.

Finding your I P address whilst online

If you know that the party you want to connect with is online at the same time (for example by prior
arrangement) and that they have Windows as the operating system, the called party can follow these
steps to determine their current | P addresses:

For Windows 95/98: Go to Start, Run, and type winipcfg and then press ENTER. This will show their
current |P-address. They can then tdll you their IP-address, and you can start running NetMeeting. In
the menu do Call, New Call, To, the IP-address got from the other party can be keyed in and then
press ENTER or click on Call.

For Windows NT: Go to Start, Command Prompt. When you are in the DOS window, type ipconfig
and then press ENTER. This will show your current |P-address. To make a NetMesting call from
WIinNT, the same procedure can be used as in Win95/98. Note that typically Windows NT users will
be behind a firewall, so they may need to contact the system administrator to open some TCP/IP ports.

For Windows 2000 Pro: Double click on the dia-up networking icon in the system tray and select the
details tab. The client and server | P addresses are shown.
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4.15 Universal Messaging viaF77 & F55 "X
An example of a universal messaging service is TeleMessage at the " HEM ESEE ge

website http://www.telemessage.com. This allows an F55 or F77 user to

create one message and have it delivered to amost any device (SMS, mobile phone, e-mail, pager,
phone, instant messaging e.g. the ICQ service at http://www.icg.com/, or fax) for any number of
recipients simultaneously and immediately. A useful application of this, for example, is that messages
can be sent to a phone, which alows messaging to the large population of people that are not connected
to the Internet. The screen capture below shows how a short text message can be composed along with
the recipients name and all of the delivery options you wish to use to enable the message to get through
to them:

Y L

COMPOSE 1

L j /M TO ADVANCED MODE |

Sent 5ms Message Header

fAddisssHook Enterthe phone numhber and press Add
New Contact

New Group Country Ares Telephone Ext
Import Contacts Phone #| 144 - United Kingdam | [ JADD ]

To:|  Chris Insall {Mabile phane,3MS Email); ADDRESS BOOK

Subject: Testing 1 234567

Message Content

You can send avoice message, text message or both !

Voice: |Click here to download Recorder|

Text: |
= Unified messaging via Fleet F5E+F77

Your regular contacts can aso be saved in an on-line address book:

-8 Address Book: - Microsoft Internet Explores [E]/@]E]
ADDRESS 00K _,5 -~
[ ann JoanceL | [ N ) | 1 1

1- 20T cantacks

ol 535 2 5 0 W I R 2 0 ) s ) T 50 0 0 2 A 3
T Horne phare L Mobile ehone FgBusingss phong @2 Fas Hpewa @jEmal =l - T

W Index Mame [Last|First) Chasing Deviee (elick to select)

Fl2 Gl Eohinda anai & & (] ® ®

01 e Zoos Flesf £ i
i | Ciore i [nimmer

Messages can be delivered straight away or at a designated time, giving the sender the reassurance that
everybody is automatically informed at the right time, which can be very useful in a maritime satdlite
scenario where the sender and recipient(s) are likely to be in different time-zones.
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4.16 Voiceand data multiplexing viaF77/ F55

Multiplexing is defined as the simultaneous transmission of two or more channels within asingle
communications circuit. The component channels can be the same, as in a multi-channel telephony
multiplexer, or from avariety of different sources such as phone, fax and data. The number of
channels, which can be multiplexed onto a single communications circuit, depends upon the capacity of
the communications circuit and the bandwidth requirements of the individual channels to be
multiplexed.

q‘—‘ W

56/64 Kbps

/
/

MES

Teloninne Multiplaxer

; Eax
RENMOTE GORPORATE G

Multiplexing with F77 / F55

Early multiplexers alocated fixed bandwidth dots within the communications circuit for each
multiplexed signal. However, modern statistical multiplexing techniques permit the dynamic allocation of
bandwidth on an as needed basis. For example, a device such as a network router may be attached to a
data port on a multiplexer and assigned the full bandwidth of the communications link. When a phone
or fax, also attached to the multiplexer, goes off-hook the multiplexer will automatically reduce the
bandwidth available to the router in order to assign bandwidth to the phone or fax. When the phone or
fax cal is complete and goes on-hook the bandwidth is automatically re-assigned to the router on the
data port.

Obvioudy statistical multiplexing techniques make much more efficient use of a fixed-bandwidth
channel and should be the preferred multiplexing technique in Inmarsat F77 / F55 applications.
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Multiplexing is generally defined as the simultaneous transmission of two or more signaswithin asingle
communication channel. The basic methods of multiplexing involve the separation of signals by the
allocation of individual time slots within the communications channel, known as Time Division Multiple
Access (TDMA), the alocation of different frequencies for each signal within the channel, known as
Fregquency Division Multiple Access (FDMA), or the individual and unique coding of the data
associated with each signal within the communications channel, known as Code Division Multiple
Access (CDMA).

Multiplexers can have a range of inputs such as telephony, fax, and data (synchronous and
asynchronous) and any combination of these devices can be used simultaneoudly. Alternatively the
multiplexer may be configured for one particular type of traffic e.g. voice telephony. However,
consideration has to be given to the fact that the Inmarsat F77 / F55 channel has a 64K bps bandwidth.
If too many devices are attached and operated at the same time there will be contention for capacity on
the link and the multiplexer will alocate bandwidth in order to serve as many users as possible.

Some advanced bridge/routers incorporate multiplexing features. These routers offer the capability to
‘piggy-back’ voice, fax and data traffic with LAN traffic whenever the Inmarsat F77 or F55 MES link
is connected.

Multiplexer configuration

Multiplexers to be used with an Inmarsat F77 or F55 should be ordered with an ISDN BRI for use with
the Mabile ISDN service and an RS-232 seria port for use with the Inmarsat Mobile Packet Data
service. For use with Maobile ISDN the router is connected to the RJ-45 interface on the MES and an
MSN assigned appropriate to the 64kbsp UDI or 56kbps service as required. As with remote LAN
access, the configuration of a hybrid router/multiplexer is not advised without appropriate training.
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4.17 Filetransfer with F77 & F55

The use of bridge/routers with the Inmarsat F77 or F55 services provide a means of using widely
available, off-the-shelf equipment, with a familiar user interface for transparently and automatically
connecting two or more LANSs. The diagram below shows atypical configuration using Mobile ISDN.

/ \

56/64 Kbps

/
/

PC with file MES Terminal  pe with file

transfer system Adapter transfer system
REMOTE CORPORATE HQ

File Transfer with F77 / F55

In some circumstances an aternative solution for the transfer of data over the Inmarsat F77 / F55
service can be more attractive than a LAN connection using TCP/IP. While TCP/IP is arobust
protocol and very suitable for satellite communication, there is some overhead associated with network
protocols such as TCP/IP. Actua data throughputs can be quite variable between 30-60Kbps. This
means that if large data file transfer is the primary requirement of the Inmarsat F77 / F55 service (for
example, geophysical applications) then the bridge/router solution with associated network overhead
may not be the most economic means of transmitting data back to base.

Popular FTP software commonly used for FTP via satellite includes:

CuteFTP proO - from http://www.gl obal scape.com/

Bulletproof FTP —from http://www.bpftp.com/

Go!ZzillaO - from http://gozilla.com/

GetRightO - from http://www.getright.com/ ‘

And probably the most widely used file transfer is that supplied within Microsoft® Internet Explorer.
These packages have the great advantage of re-starting from where a previous transfer was broken by a
loss of connection. They also ensure the error-free transfer of files.

Copyright © Inmarsat 2006 Page 71 of 98 Version 2.5




Inmarsat Confidential F77 & F55 Services and Applications Reference Manual

However, conventional file transfer software packages designed for terrestrial ISDN circuits may not
adapt very well to the delays of a satellite communications channel which are typically of the order of
250ms thus giving atotal round trip delay of about 500ms depending on the LES used and terrestria
portion of the link. A maobile-to-mobile call can see around trip delay of up to two seconds.

To address this requirement severa specialist manufacturers have produced file transfer solutions
specifically designed for the fastest possible data throughput on an Inmarsat F77 / F55 satellite link.
Systems are available which share some common features such as proprietary s’'w and h/w required at
each end of the link (so usually no interoperability between systems), PC-based, synchronous
communications, full duplex data transfer capability, very robust file transfer protocols with error
correction, data recovery following link failure and high data throughput - typically averaging 60K bps
on a 64Kbps link. They typically do not, however, offer interactive operation. The speciaist hardware
file transfer solutions vary; with options of internal PC cards, PCMCIA cards and in-line devices.
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4.18 128kbpschannd ‘bonding’

Some F55 terminals provide a dual 64kbps channel bonding mechanism whereby two 64kbps UDI
channels can be aggregated together to support higher rate 128kbps services. Thisis achieved through
dedicated interfaces on the F55 BDE as shown below:

128kbps channel bonding

The example above illustrates the multiplexing application enhanced with the 128kbps-bonding feature.
As shown above, two F55 MES terminals are required equipped with the bonding interface and
appropriate cabling. The call charges are exactly double that of a 64kbps UDI Mobile ISDN call but the
data throughput is aso double and for some applications this can be a critical requirement. Particular
applications where high data throughputs are required are for example where the delay in sending very
large files has to be minimised and where software applications will only operate at these data rates.
Other applications such as LAN access, multiplexing, videoconferencing etc. will all benefit
proportionately from the improved bandwidth available.

The same effect can aso be achieved using two F77 terminals with the addition of extra external
terminal adaptors and multiplexers, but thisis not an integrated feature as it is with some F55 terminals.
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4.19 FacamileviaF55/F77

As mentioned in the overview above, Group 4 fax is faster than Group 3. Thisis mainly due to the
higher transmission speed of 64kbps as the image-coding scheme is still the Modified Huffman run-
length coding of Group 3 specified by ITU T.30 (within T.4). Group 4, however, also uses an even
better compression algorithm (T.6) as the network layers provide an error-free link. Several options
exist to send and receive faxes via F77 / F55 and these are discussed below.

Group 3 & 4 Fax and fax emulation software

Thisis possible by creating a document in Word, Excel, Power Point etc. and using software on the
mobile PC to convert to afax format directly. It can then be sent to standard Group 3/ Group 4 fax
destinations using fax modems or Terminal Adaptors (TAS) that operate either viathe optional F77 /
F55 analogue fax port (for up to 9.6kbps Group 3 fax) or the 3.1kHz service for 14.4kbps fax or viathe
BRI interface for 64kbps Group 4 fax. Paper documents can also be scanned and transmitted digitally
in thisway if digital originals do not exist. An example of such a package isRVS-COM Lite, which
works with the DIVA TA from http://www.eicon.comy.

Fax via a Website

An dternative service on the same system means that mobile maritime F77 or F55 fax users can even
use their regular web browser to access the Electronic Fax providers web fax feature and send afax
directly from the browser.

Fax over IP

It is also possible to use afax bridging service (e.g. Jfax etc.) where the origina document is held
electronically on your PC, and then emailed to a specialist server, which checks the destination fax #
and delivers the document to the appropriate (nearest) point of presence (PoP) and converts the
document format in order to deliver to a Group 4 or Group 3 fax machine viathe local PSTN/ISDN. In
this service, the MPDS connection could be used, or Mobile ISDN to access the email service in the
normal way, the document being sent as an attachment. Delivery confirmation and notification of each
fax sent is delivered back to you, the sender, by e-mail.

Faxes with | P built-in

New fax machines recently available, possess options that have much of this messaging and IP
connectivity built in. With their scanning capability, these fax machines are able to replicate the
messaging process directly without additional hardware or software (i.e. a dedicated fax PC). This
solution does require subscription to an email and Internet service however.

Solutions using the Internet this way means you can use the Internet to send faxes from the ship to any
fax machine connected to the PSTN or ISDN or vice versa. It can also be more efficient than using a
traditional circuit-switched fax services, and brings fax into line with e-mail.

Copyright © Inmarsat 2006 Page 74 of 98 Version 2.5




Inmarsat Confidential F77 & F55 Services and Applications Reference Manual

Commissioning F77 & F55 Group 4 fax ISDN IMNs

In order to successfully interface, configure and use a true Group 4 fax machine with an F77 / F55
terminal, it isimportant that the terminal is commissioned properly. In most cases you will be
interfacing 2 ISDN devices — a data terminal adapter and a Group 4 fax machine. For this you will only
need to commission one ISDN IMN. ISDN circuits possess a capability to route calls to selected
devices on their own. If the group 4 fax machine supports Group 3 transmissions as well and you wish
to be able to use this functionality, then you must also obtain one 3.1Khz audio IMN commissioned as
well. These ‘virtual’ ports (ISDN and 3.1kHz audio IMNS) must now be programmed through the F77
/ F55 handset and enabled for outgoing & incoming calls as well as for correct cal routing. Thisis
described in your manufacturer user manual.

Interfacing a Group 4 fax to the F77 / F55

The Fleet F77 / F55 below-decks unit (BDU) provides a number of interfaces. The Group 4 fax
machine needs to be connected to the ISDN BRI RJ-45 port. In case the BDU possesses only one
physica RJ45 port, an ISDN splitter can be used to allow multiple ISDN devices to connect to the F77
/ F55. Correct configuring of the routing inwards of calls will allow automatic forwarding of data calls to
one device (i.e. ISDN TA) while fax calswill be diverted to the Group 4 fax machines by the IMN
(MSN) identifier.

Configuring your Group 4 fax machine

The Group 4 fax machine is connected directly to the ISDN RJ-45 interface on the F77 / F55 BDE.
Depending upon the make of the fax machine, you will usually be required to program your fax
machines with the MSN numbers - see Using M SN with the Inmarsat F77 / F55. The MSN feature
enables the assignment of multiple numbersto asingle ISDN BRI channel. Thisis useful for mapping
to multiple devices on asingle physical channel. On some F77 / F55 terminals a sub-addressis
automatically assigned. For specific configuration commands see your F77 or F55 terminal
manufacturer guide.

Group 4 fax image quality

Group 4 fax machines support a resolution of 400 - 600 dpi, which is as good as most laser printers
(Group 3 supports up to 200 x 200 dpi). In addition, Group 4 typically features 64 levels of grey (with
Colour options as well), so text is easier to read and illustration and photo fidelity is preserved. Higher
scanning resolutions means higher amounts of digitised data and thus requiring higher bandwidths to
transmit economically. If a Group 4 machine transmits to a Group 3 machine (or vice versa), the Group
4 machine falls back to a Group 3-compatibility mode, so the fax quality is the same as that for Group
3. Using a Group 4 machine at the source, however, may provide better results, although the printing
and resolution capability of the receiving machine will determine the final quality.

Fax-to-email via F77 / F55

A growing number of commercial messaging services support this facility. They provide a message
switch on a special humber, which automatically answers an incoming fax call, detects what kind of
message it is receiving, and converts it to an appropriate digital format. In the case of fax, thisis usualy
a TIFF image file, which can be viewed using standard PC imaging software. The digital fileisthen e-
mailed, as an attachment, to the recipient’s normal SMTP email address via the Internet. This can then
be downloaded in the normal way or viewed over the Web from your F77 or F55 MES.
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5. Customer Support Processes

5.1 ServiceActivation and MESrequirements

Service Activation is the term used by Inmarsat to define the process of formal registration, which must
be carried out before bringing each new or modified Maobile Earth Station (MES) into service. In the
past the most important part of Service Activation was the technical testing of the equipment. However,
with the increased reliability of MESs and greater number and variety of users, Service Activation has
moved from being a technical process to being a largely administrative procedure centred on the
customer. Like an application for a telephone or email service, it consists mainly of setting up an
account for the user.

The first stage in Service Activation is the administrative registration of customers and their equipment -
as soon as the MES is registered and the details transmitted to the Land Earth Stations (LESS) it can be
used.

All operational MESs must satisfy the following basic requirements:

5.1.1 Financial - Accounting Authorities& |SPs

All maritime customers must register their ships licence with a particular country or ‘Flag'. The vessel
owner must then select, and register with, an Accounting Authority or ISP (if permissible) that is
recognised by that country. (If avessdl is already registered with an AA they will be able to provide the
facilities for F77 / F55 accounting — provided the ship has not changed Flags.) The Accounting
Authority, will liase with the relevant Routing Organisation (RO) and Inmarsat to register the terminal.
Inmarsat can provide customers with an up to date list of AA’s and ISP’ s recognized by each country.

It should be noted at this point that there is a difference between registering with an AA and ISP.
Traditionally maritime users have had to register with an Accounting Authority as part of the IMO
regulations for the purposes of GMDSS. This allows the user to access any LES within the Inmarsat
network in both the mobile to fixed and fixed to mobile routing. The AA in turn receives al the airtime
traffic on a monthly basis from all the LESs on behalf of the user and in turn on-bills to the F77 / F55
user on a cost plus basis.

An ISP on the other hand will have areseller airtime agreement with one or more LES, and it is only
these LESs that the user will be able to use. The service will be barred through al other LESsin the
mobile to fixed direction. Though the fixed to mobile will continue in the usual manner. This then
restricts the user to the contracted LESs that the ISP has relationships with. The ISP will collect the
traffic from their contracted LESs, and again on-bill, but at the rates that the ISP has contracted with
the user rather then the cost plus basis of an AA.

Service activation forms can be downloaded from http://www.inmarsat.com/support.cfm.

51.2 Legal

The MES must meet all national licensing requirements. The Routing Organisation (RO) is responsible
for the enforcement of the nationa licensing requirements. Each Country’s RO follows recognised
procedures and in alimited number of cases includes afee for registering the terminal. This can be on a
per registration basis $100-$500 each time or an annual fee of approx $150 a year. RO’ s application
forms, procedures and fees can be obtained from your current AA. Alternatively the RO’ s contact
numbers can be obtained from Inmarsat who can provide you with the relevant forms and details of
their approved AA’sor ISP's.
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5.1.3 Contractual / Technical

The MES operator or owner must agree to the Inmarsat Terms and Conditions for the Utilisation of the
Space Segment, and realise that any violation of these terms and conditions could result in the
suspension of or permanent withdrawal of access to the space segment. A technical requirement is that
the Fleet MES must be a model that is Type Approved by Inmarsat.

5.2 Service Activation Process

The owner of an MES or anyone who is acting on behalf of the owner can initiate Service Activation,
however, an applicant who is not the owner (for example, an agent) must pass the Service Activation
Registration form to the owner for signature. RO’ s will refuse to activate a terminal where these terms
have not been accepted and signed by the MES owner.

The applicant selects the Accounting Authority or ISP who will be responsible for processing the traffic
charges associated with the terminal. The details of the owner, MES and billing arrangements are
recorded on the Service Activation Registration Form which is then signed by the owner of the MES
and forwarded to the chosen Routing Organisation (RO) or in some countries, for example the UK, a
Point of Service Activation (PSA) for approval and commissioning with the allocation of a set of
Inmarsat Mobile Numbers (IMNS).

After processing and approving the application the RO (or PSA) forwards the information electronically
to the Inmarsat Customer Activation Group at Inmarsat headquarters in London, England who ensure
that the details of the MES are transmitted to all Land Earth Stations so that access may be granted.

The Inmarsat F77 / F55 Service Activation process is automated and normally takes about 24 hours
(though often much sooner) providing there are no queries related to the application.

Inmarsat F77 / F55 Service Activation follows the process specificaly for maritime terminals. Also
because of the Multi Subscriber Numbering (MSN) facility in F77 / F55
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it will be necessary at the time of Service Activation to request sufficient IMNs for the number of
devices that are to be attached to the F77 or F55 MES. There is no limit to the number of IMNs that
can be assigned to a particular MES but the number of devices that can be attached to a particular
service will be limited by the specification of the MES and is normally eight.

5.3 Inmarsat F77/F55 MES Numbering
Inmarsat Serial Number (I1SN)

The Inmarsat Serial Number (ISN) is a unique number assigned by an MES manufacturer to each
newly manufactured MES. The Inmarsat Serial Number (ISN) and the SIM card Serial Number (SSN)
are used to identify the MES or SIM card respectively and should be displayed prominently on the
MES or SIM card. The SIM card for an F77 / F55 MES is similar to that of mini-M The Inmarsat
Seriad Number (ISN) for an Inmarsat F77 / F55 MES takes the following form

T, T, AA NN xXoxXxx  where:
T, T, ISN Type-digits. 66
AA Manufacturers I|D code

EB Nera

TT Thrane & Thrane
AE STN AtlagECI
JR JRC

ES EMS

NN MES type ID code
xooxx  Forward 1D of MES (6-digit Hexadecimal)

Inmar sat Mobile Number (IMN)

The Inmarsat Mobile Number (IMN) is the subscribers' number, which is used for calling a Mobile
Earth Station (MES). It performs exactly the same function as a PSTN or ISDN number. The exact
form of the IMN varies from one Inmarsat service to another and so can be used to verify the type of
service associated with the number.

The Inmarsat Mobile Number (IMN) for an Inmarsat F77 / F55 terminal takes the following form
TiTo X Xy X3 Xa X5 X X7 where: -

T, T, = Double T-digit - 76 for F77 / F55 AMBE voice & 9.6kb/s fax & data service and 60 for
56/64/128kbps, and X1-X; = Freeform decimal number

F77 & F55 IMNSs are assigned by Inmarsat and are distributed in batches to Routing Organisations
(ROs) / Points of Service Activation (PSAS) for allocation to their maritime customers.

5.4 User familiarisation

The main objective of an Inmarsat F77 / F55 system provider should be to provide an application that
isassimpleto use asits ISDN equivalent

In practice certain applications may require some configuration changes to optimise performance over
the Inmarsat F77 / F55 but once this has been carried out the operation of the application should be no
different to using the application in an ISDN terrestrial environment.

The actual operation of the equipment should be done whenever possible using an ISDN linein the first
instance so that the user can become familiar with the operation of the equipment without running up an
unnecessary satellite traffic bill.

5.5 Post-sales support

Onceingtalled it would be reasonable to expect the equipment to function reliably for its working life.
Modern IT equipment has a high degree of reliability and equipment failures are decreasingly likely to
be the cause of application failures. More likely causes of application failure are likely to be:
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Operator error (new crew/shift)

ISDN unavailability (equipment disconnected or ISDN line alocated for something else)
Calling Line ID screening

ISDN features not supported by Inmarsat network

In the ideal world, the F77 / F55 system provider would have a duplicate system in the office so that
test calls can be made in the event of problems to determine if the problem lies at the remote location or
in the office. See Trouble-shooting tools and techniques below.

It is often the case that users become at least as familiar and often more familiar with the day-to-day
performance of the F77 / F55 application than the equipment supplier. On this basis it makes good
sense to review the performance and use of the equipment from time to time with the customer so that
strengths and weaknesses can be identified and possible improvements made for future systems. Y our
equipment supplier will for example register you on their bulletin board or keep you informed of al the
latest updates and any necessary fixes or upgrades to the equipment. The latest software application
packages also need to be reviewed regularly in terms of their compatibility to the Fleet equipment and
Inmarsat network. Thisis equally important when advising customers of the most appropriate software
packages.
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6. ISDN
Overview of ISDN

ISDN or Integrated Services Digital Network isthe ITU-T (formerly CCITT) term for the digital public
telecommunications network. It is offered in two packages - Basic Rate and Primary Rate.

Basic Rate, also known as 2B+D, provides two 64Kbps (B) data channels and one 16Kbps (D)
signalling channel. It is intended to provide service for individua users and business applications such as
LAN datalinks or high quality audio feeds for broadcast media applications. It is provided as a dia-up
service by the local telephone service provider and is charged for, like a normal telephone service, on
the basis of a standing (monthly or quarterly) charge and a usage charge per minute. The usage charge
per channel is similar to normal telephony rates.

Primary Rate provides up to 30 x 64Kbps (B) data channels and 1 x 64 Kbps (D) signaling channel. It
isaimed at high bandwidth business applications such as video-conferencing and high capacity on-
demand LAN bridge/router links.

Because the Inmarsat F77 / F55 service operates at only 64Kbpsit is normally used with the Basic Rate
ISDN service but can be used on Primary Rate with applications that can operate on a single B-channel.
For example, a remote video-conferencing user is able to dia into a high capacity group video-
conferencing system using just asingle Inmarsat F77 / F55 channel, albeit with reduced video quality.

At an ISDN subscriber’s premises the point at which the ISDN telephone line terminates is known as
the U-interface. The ISDN connection is terminated at the U-interface by a Network Termination
device known as NT1. Thisis normally permanently wall mounted. In the US the customer is
responsible for providing the NT1, in the rest of the world it is provided by the ISDN service provider
as part of the ISDN service.

U-Interface T-Interface S-Interface

Subscriber
equipment

| |
[ [
| |
[ [
| |
1 1
A—bl NT1 : NT2 : TA —
| 1 1
| [ [
| 1 1
| | |
| [ [
ISDN Physical Line Configurations

The ISDN subscriber interface at the NT1 is known asthe T point or T-Interface. If a second network
termination device such as an ISDN switchboard is connected to the NT1 at the T-interface thisis
designated the NT2 and the ISDN subscriber interface is then the S point or S-interface. The physical
and electrical characteristics of the S-Interface and T-Interface are identical and they are usually
referred to as the S/IT-interface or SIT bus (also SO interface and SO bus). Physicaly the SIT interface
isan RJ}45 connector. It isto the ST-interface that the subscriber equipment is connected.
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Interface conversion between the S/'T bus and the serial communications interface on the subscriber
Data Terminal Equipment (DTE) is carried out using an ISDN Terminal Adapter (TA). Nowadays most
equipment capable of being used with ISDN can be supplied with an integral ISDN Basic Rate Interface
(BRI). The DTE can be any type of data equipment such as a video-conferencing system, bridge/router
or audio codec. The TA is aso known as the Data Communications Equipment or DCE.

Stand-aone TA’s can be ordered with either a dual channel 2B+D BRI or a simple single channgl B+D
BRI. Asan Inmarsat F77 / F55 channel is equivalent to a single B-channel consideration may be given
to using asingle channel TA for use with Inmarsat F77 or F55 applications, as the single channel TA
will normally be less expensive than a 2B+D unit. However, adual channel TA will permit
communication with two separate Inmarsat F77 / F55 applications in different locations simultaneoudy
and will also facilitate testing and fault finding (see Trouble-shooting tools and techniques).

There are severa differing implementations of ISDN worldwide. Protocol conversion between differing
ISDN standards is carried out transparently by the national telephone service providers. However,
ISDN BRIs differ with the different ISDN standards and so care should be taken to specify the correct
country of use, and hence ISDN BRI, for the base station equipment. If the DTE to be used with the
Inmarsat F77 / F55 terminal uses a serial communications port (normally either X.21 or RS-232) it will
be independent of any ISDN standard.

ISDN User Interfaces

ISDN is normally implemented using existing two-wire, twisted-pair conductors from the local
telephone exchange to the customer premises up to a maximum distance of 5.5km from the exchange.
At the customer premises the point of termination of the incoming ISDN telephone line is known as the
U-interface. The incoming ISDN line is terminated at the U-interface by a Network Termination device
known asan NT1.

In North Americait is the responsibility of the customer to provide the NT1 but in most of the rest of
theworld the NT1 is provided and installed by the telephone company. Physically the NT1 islike an
oversized telephone line-box and is normally wall-mounted.

The customer interface of the NT1 is known as the S'T-bus or SO interface and utilises an eight-wire
RJ45 interface. In point-to-point applications, the S/T bus can connect equipment up to 1000 metres
apart. When used in a passive bus configuration (i.e. connecting up to eight terminals) it can span a
distance of up to 500 metres. The name S/T-bus comes from the letters used in the ISDN specifications
used to refer to two reference points, Sand T. Point T refers to the connection between the NT1
device and the customer supplied equipment (e.g. data terminal, telephone, fax machine). Customer
equipment can connect directly to the NT1 at point T, or there may be a PBX (Private Branch
Exchange, i.e. customer owned tel ephone exchange). When there is a PBX present, point S refers to
the connection between the PBX and customer terminal equipment. The specification for the T
interface is identical to the specification for the Sinterface. In ISDN terminology ‘terminal’ can mean
any sort of end-user ISDN device, such as data terminal, telephone or fax machine.

Interface conversion between the terminal equipment and S/T-busis carried out using a Termina
Adapter (TA). The Terminal Adapter is typically packaged in a similar fashion to modems i.e. either as
a stand-done unit or as a built-in PC-card or module for various types of communications equipment
(such as bridge/routers or PBX’s). Stand-alone TA’s are supplied configured with a standard seria
communications interface such as RS-232, V.35 or X.21. The customer according to the application
normally specifies the interface. Nowadays most equipment capable of being used with ISDN is
supplied with a built-in ISDN Basic Rate Interface (BRI) as standard or may be ordered with a BRI as
an option.

Copyright © Inmarsat 2006 Page 81 of 98 Version 2.5




Inmarsat Confidential F77 & F55 Services and Applications Reference Manual

ISDN Dialling and numbering

As the ISDN numbering system follows the same pattern as the normal telephone system dialing is
carried out in exactly the same manner as making a normal telephone call. The subscriber number is
used with the same area codes as the telephone network and international codes are aso the same and
used in the same way as for the telephone network.

International access codes (i.e. the prefix used to obtain an international line) are also the same with the
exception of the UK, which uses the prefix 00+, but in locations served by older switches, the older
prefix of 000+ is still used.

Fixed-to-Mobile Dialling

Cdllsto an Inmarsat F77 / F55 terminal, are made in exactly the same manner as a norma international
ISDN call. Dia the international access code, followed by the Ocean Region code and finally the
Inmarsat Mobile Number of the Inmarsat F77 / F55 MES.

Note that in most countries the ISDN network will route automatically to a predefined LES. In some
cases the LES will not support the F77 / F55 service required. The fixed caller must check with their
tele-comms provider.

The general format is: -
International access code + Ocean Region code + Inmarsat Mobile Number (IMN)
Where

The Inmarsat Global Ocean Region Code (SNAC) is 870, however, there may be some LESs where
the Ocean Region Code has to be manually selected as follows: -

Atlantic Ocean Region-East 871
Pacific Ocean Region 872
Indian Ocean Region 873
Atlantic Ocean Region-West 874

The remaining Inmarsat Mobile Number (IMN) didled is of the form:;
7 6 X XoX3X 4 X5XeX7 0r 6 0 X XoX3X 4 X5XeX7

M obile-to-Fixed dialling

Prior to dialing the destination ISDN number the following parameters on the Inmarsat F77 / F55 MES
need to be set: -

a. F77/ F55 channel speed - 56 or 64kbps

b. LES to be used - ensure that the selected LES is capable of handling Inmarsat F77 / F55

¢c. MES mode

The procedures for checking and setting these parameters are given in the manufacturers Operating
Guide for each MES.

Once these parameters have been set the cdl is didled as follows:.
00 + Degtination Country Code + ISDN subscriber number + #

Some F77 / F55 applications, such as LAN bridge/routers and File Transfer Systems, are capable of
automatic dialing in which case the above dialling string can be programmed into the equipment in
accordance with the manufacturers instructions.
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Terrestrial ISDN Multi Subscriber Numbering (M SN)

ISDN supports Multi Subscriber Numbering or MSN. MSN is a facility whereby more than one
telephone number can be allocated to an ISDN line. Each incoming number on the same ISDN line (up
to a maximum of two simultaneous calls as there are only two channels per line) can be routed to a
different piece of equipment depending on the phone number called. For instance one number might
route straight through to a fax machine on an analogue port, whilst another number might go to a
telephone and yet another number might go to the seria port on atermina adaptor.

MSN alows you have up to 10 directory numbers associated with an ISDN line. Each device
connected to the ISDN line will need to be configured with its MSN number so that it can recognise and
respond to incoming calls. Typically, the numbers will be the same apart from the last digit, which will
be assigned the digits 0-9 thus giving 10 individually assigned numbers.

Using MSN with the Inmarsat F77 / F55

In the same way that an incoming ISDN call can be routed to a specific ISDN device, an Inmarsat F77
/ F55 MES can be programmed to route calls to specific devices attached to it. So, for example, a
64kbps data call could be connected to a router, a 64kbps video call could be connected to a video
conferencing system or video phone and an incoming G-3 fax call could be connected to a G-3 fax
machine connected to the 64kbps 3.1kHz audio service.

At the time that the Service Activation form is completed an IMN should be requested for each device
that will be attached to the MES. Remember there is no limit to the number of IMNSs that can be
assigned to a particular MES although the number of devices that can be attached to a particular service
will be limited by the specification of the MES and is normally eight.

To assign an IMN to a particular device an MSN number and the Terminal ID corresponding to the
IMN must be programmed into the MES. This procedure will vary between MESs and should be
carried out in accordance with the manufacturers instructions. The ISDN device must also then be
programmed with the same MSN in accordance with the ISDN device manufacturers’ instructions.

Once this procedure has been successfully carried out any calls coming in on that particular IMN will be
automatically routed to the ISDN device corresponding to
that IMN.

6.1 Fleet F77 128Kbit/s Mobile ISDN

Introduction

In March 2005, Inmarsat announced the operationa
availability of anew service: 128K Mobile ISDN, operating
via a new, dedicated high-speed channel. A separate
technical guide to the F77 128K is available from Inmarsat
(see http://fleet.inmarsat.com/support ).

Benefits of 128kbit/s | SDN

High-end users of mobile ISDN have traditionally met their bandwidth requirements by “bonding” two
64kbit/s channels. This has required the operation of two Fleet F77 terminals, together with specialist
multiplexing hardware; additional overhead is associated with bonding two channels. The new 128kbit/s
Fleet service represents a more cost-effective and efficient HSD option which requires only a single
Fleet F77 terminal and standard approved antenna.
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Typical applications for F77 128K Mobile ISDN include:

Video conferencing (e.g. H320, H264)

Data intensive applications (e.g. government / mission critical applications)
Faster |.P. access via Dialup Networking

Effective transfer of large files

Users of automated data transfer software can potentially experience an immediate benefit in terms of
improved cost savings and terminal availability, given the same email volume requirement.

Implementation

Owners of existing Fleet F77 terminals wishing to access the 128Kbit/s service will require a software or
software/hardware upgrade from their terminal supplier, who should be consulted to provide the terms
of supply. New Fleet F77 terminals from participating manufacturers will be provided with embedded
firmware that automatically enables a 128kbit/s service. Users should also confirm with their airtime
provider and Land Earth Station Operator (LESO) that they support the 128kbit/s service.

N.B. IMN Numbering for this service is unchanged from the 64Kbit/s format. See section 5.3.

Coverage

F77 128kbit/s ISDN is delivered to the Inmarsat 3 spot beam coverage areas. Spot beam services,
including F77 128Khit/s ISDN, are due to be extended with the availability of Inmarsat 4 coverage
areas (NB all other Fleet F77 services are available in the full global beam areas into four ocean
regions). For the latest coverage status, visit www.inmarsat.com/coverage .

Operation

= Prior to making the cal a user selects the required ISDN speed and dials the appropriate
number.

= For ship-to-shore initiated calls the mobile user selects a 128kbit/s service (by didling prefix
“906"- refer to manufacturer’s user instructions) and a connection is made from the Fleet
terminal, across the Inmarsat network and on to the terrestrial user. This initial connection
utilises only haf (64kbit/s) the available bandwidth.

= |f a 128khit/s channd is available on the satellite link and the terrestrial user is able to accept
the call at this connection speed then the remaining 64kbit/s is assigned.

= |f no high-speed satellite channels are available, or the terrestrial user is unable to accept the
cal or the connection speed is compromised mid-call, the mobile user is notified and the
connection is terminated. The user then has the option of redialling and trying to connect over
64kbit/s.
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= For shore-to-ship initiated connections the shore user dials an Inmarsat Mobile Number (IMN)
associated with the 128kbit/s service. Aninitial connection is opened to the MES using half the
128khit/s channel capacity and a request made for a 128kbit/s satellite connection to the mobile
user. If a 128kbit/s channd is available and the mobile user is able to accept the cal the
remaining 64kbit/s available within the channd is alocated and a true 128kbit/s connection is
established.

In both ship-to-shore and shore-to-ship connections the call will be closed if either the sender or
receiver clears either of the 64kbit/s channels.

128K Applications

Y our termina hardware provider should first be consulted to provide specific advice on the
compatibility of applications such as Videoconferencing and dialup networking access to Internet
Providers (N.B. variability may be experienced in the performance of different applications at
128K hit/s). See also the F77 128K guide for further details: http://fleet.inmarsat.com/support

N.B. for smple, direct access to Internet connectivity using the 128K service, please consult your
service provider for details of Special Access Code services (“SAC” codes - e.g. 28#, 67#); this enables
the user to connect directly to the LESO’s own Internet POP (Point of Presence), and no separate
Internet Service Provider account is required by the end user.

7. MPDS & IP Internet protocols

Internet Protocol is the protocol by which datais sent from one computer to another on the Internet.
Every computer on the Internet has at |east one address (IP address) that uniquely identifies it from all
other computers on the Internet. The Internet protocols are the world's most popular open-system
(non-proprietary) protocol suite because they can be used to communicate across any set of
interconnected networks and are equally well suited for LAN and WAN communications. The Internet
protocols consist of a suite of communication protocols, of which the two best known are the
Transmission Control Protocol (TCP) and the Internet Protocol (IP). The Internet protocol suite not
only includes protocols such as TCP and IP, but it aso specifies common applications such as
electronic mail, terminal emulation, and file transfer. Because IP is the protocol of the Internet it has
become the choice for many corporate and private networks. Inmarsat MPDS via F77 & F55 supports
the same protocol and so is highly compatible with these networks.

IP packet data

A packet is ablock of datawith a header attached that indicates what the packet contains, its
destination and other information about the data. A packet can be considered to be a data envelope with
the header acting as an address. Generally packetisation of data creates an overhead of 5-10% in
addition to the original data although the exact level of overhead will vary depending upon the
application and protocol used.
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Internet Protocol is the most commonly used packet data communication mechanism and contains
severa types of information, asillustrated below:

b : 32 bits : ‘l-i.
WErgan IHL Type-of-servion Tatal length
kardification Flags Fragmant aftsed
Time-1o-live Proloco Header chacksum
Source addrags

Destination addrass

Ogphiors (+ paddng)

Drata {uariakbia)

ERE

| P Packet structure
The IP packet fields are described as follows: -

Version Indicates the version of |P currently used.

IP Header Length (IHL)  Indicates the datagram header length in 32-bit words.

Type-of-Service Specifies how an upper-layer protocol would like a current datagram to be
handled, and assigns datagrams various levels of importance.

Total Length Specifiesthe length, in bytes, of the entire IP packet, incl. the data and header.

I dentification Contains an integer that identifies the current datagram.
Thisfield isused to help piece together datagram fragments.

Flags Consists of a 3-hit field of which the two low-order (least-significant) bits

control fragmentation. The low-order bit specifies whether the packet can be
fragmented. The middle bit specifies whether the packet is the last fragment in a
series of fragmented packets. The third or high-order bit is not used.

Fragment Offset Indicates the position of the fragment's data relative to the beginning of the datain
the original datagram, which allows the destination IP process to properly
reconstruct the original datagram.

Time-to-Live Maintains a counter that gradually decrements down to zero, at which point the
datagram is discarded. This keeps packets from looping endlessly.

Protocol Indicates which upper-layer protocol receives incoming packets after |P
processing is complete.

Header Checksum Helps ensure | P header integrity.

Source Address Specifies the sending node.

Destination Address Specifies the receiving node.

Options Allows I P to support various options, such as security.

Data Contains data information.

IP V4 addressing

Every computer on a TCP/IP network is identified by a unique 32-bit IP address, which also specifies
routing information inter-network. An P (version 4) address uses dotted decimal notation, with each
eight bits of an IP address (called an octet) separated from the next eight bits by a period. An IP
address is asingle value that looks like this: 102.54.94.97. This contains two important pieces of
information:

The network ID, which is the portion of the IP address that identifies a group of computers and
other devices that are all located on the same logica network.
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The host 1D, which identifies a particular computer within a particular network ID. A host, or
node, is any device that is attached to the network and uses TCF/IP.

Each host on the network uses the network 1D and host ID to determine which packets it should
receive or ignore, and to determine the scope of its transmissions (only hosts with the same network D
accept each other’s IP-level broadcasts). The network number identifies a network and must be
assigned by the Internet Network Information Centre (InterNIC) if the network isto be part of the
Internet. An Internet Service Provider (ISP) can obtain blocks of network addresses from the InterNIC
and can itself assign address space as necessary. The host number identifies a host on a network and is
assigned by the local network administrator.

The Internet uses address classes to differentiate networks of various sizes. |P addressing supports five
different address classes: A, B, C, D, and E. Only classes A, B, and C are available for commercia use.
The network class can be determined from the first octet of its IP address. The following table
summarizes the relationship between the first octet of an |P address and its network ID and host ID.
The table also identifies the total number of network 1Ds and host IDs for each address class that
participates in the Internet addressing scheme. This sample uses w.x.y.z to designate the four octets of
the IP address.

Class w valuest Network 1D Host ID Available networks | Available hosts per net
A 1-126 w X.y.z 126 16,777,214
B 128-191 W.X y.z 16,384 65,534
C 192-223 W.X.Y z 2,097,151 254

1 Inclusive range for the first octet in the IP address. The address 127 is reserved for loop-back testing and inter-process
communication on the local computer; it is not a valid network address. Addresses 224 and above are reserved for
special protocols and cannot be used as host addresses.

Because the sender’s IP address is included in every outgoing IP packet, the receiving computer can
derive the originating network ID and host ID from the IP address field.
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I P address assignments

| P addresses are assigned to devices as either static |P addresses or dynamic | P addresses. Generally,
any device that is permanently connected to a network, such as the Internet, is assigned a static address
that will not change. Devices that are not permanently connected to a network, again using the Internet
as the most common example, such as dial-up Internet users, are assigned dynamic IP addresses. The
DHCP server assigns these for the duration of the network connection only. When the session is
terminated (or times out) the IP address is returned to the ‘pool’ and reassigned to the next user
requiring one. Every time a dial-up user connects to the network a different | P address can be assigned.

Private | P address ranges

The following address ranges are set as private and cannot be routed on the Internet. If they do appear

on the Internet they are ignored and discarded.

10.0.0.0 to 10.255.255.255 172.16.0.0 to 172.31.255.255 192.168.0.0 to 192.168.255.255

Network and broadcast addr esses

By convention, if an |P address contains all zeros after the NET 1D, then the packet is treated as ‘this
network’ or the network address. If an |P address contains all ones after the NET ID, then the packet
is treated as a broadcast and will be received by all the hosts.

For example: 192.168.10.0 = Network address, 192.168.10.255 = Broadcast address.
Sub-nets

The use of sub-netsis very widespread due to the shortage of available IP address space and the fact
that although many computers operate on closed (private) LAN networks, they are rarely occur in a
convenient multiple of 2 to efficiently fill one Class. A subnet takes some bits from the host portion of
the address by the use of a subnet mask, which tells the network which part of the address is the host
range. In this way you can create multiple subnets, which can serve separate sites. For example, a
subnet can be configured which supports four sites from the class C address 192.168.10.0, each being
properly addressed with a useful host range (of 62 hosts per site) and network and broadcast addresses:

Site: A B C D
Host range: | 192.168.10.1-62 | 192.168.10.65-126 | 192.168.10.129-190 | 192.168.10.193-254
Broadcast: 192.168.10.63 192.168.10.127 192.168.10.191 192.168.10.255
Network: 192.168.10.0 192.168.10.64 192.168.10.128 192.168.10.192

The net mask in this case will be 255.255.255.192 or FF.FF.FF.CO,
TCP and UDP

Transmission Control Protocol (TCP) is connection-oriented; meaning is a controlled end-to-end
dialogue keeping track of the arrival and acknowledgement of datagrams. User Datagram Protocol
(UDP) is usualy used by transaction — oriented applications, which keep track of responses. E.g. the
datagram or request will be re-sent if the expected response is not received. Connectionless UDP is also
applicable for broadcast signals (no point in acknowledging those) and Voice over IP (VolP)
applications since non-receipt and re-sending is not appropriate for a voice service.

Port assignments

In addition to the IP address, a‘port’ number is associated with each virtua connection. For the
purposes of setting firewalls etc, 1P port numbers and their assignments, can be looked up at:
http://www.iana.org/.
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8. Network security issues

Any computing device that is capable of connection to a public network (for example, the Internet or
PSTN) is potentially vulnerable to unauthorised access by third parties — commonly known as
‘hacking’. Thisis not a satellite-specific issue and the many individuals and organisations that have a
permanent network connection to the Internet or dial-up network access for remote users will aready
be very familiar with the protection of their networks through the use of firewall technology. ‘Always-
on’ access to the Internet via MPDS will be subject to exactly the same controlled access as a ‘normal’
remote user - the use of MPDS on F77 or F55 neither enhances nor degrades the security of the
network.

The section below on Network Security, discusses some of the elements of firewall technology. Thisis
highly recommended for use by MPDS customers. The section on Remote User Security, discusses
some of the security issues faced by users with permanent Internet access, using for example cable,
MPDS or ADSL, and how these issues can also be applicable to Inmarsat MPDS users.

Network security

Firewalls are software or hardware-based security components that divide computer networks into two
logical segments: an unsecured side that remains exposed to computer users from the outside world,
typically to provide access to Web servers or other such public parts of a network; and a second, secure
side that's off-limits to intruders but remains accessible to authorised users.

Firewalls give authorised LAN users the freedom to connect into or out of a network — to use email, to
access the Internet, or to make remote-access connections into a central LAN from a remote computer
or network. They enable system managers to provide the far-reaching flexible access that * customers
(both internal and externa to a network) demand, while at the same time limiting a network’ s exposure
to interlopers — either malicious or accidental.

A firewall helps to implement a security policy that defines the services and access permitted; it guards
the site at its front door. A firewall can be arouter, a personal computer, a host or a collection of hosts,
set up specialy to shield a site or subnet from protocols and services that can be abused from hosts
outside the company. A firewall possesses the following properties:

All traffic from inside to outside, and vice-versa, must pass through it.
Only authorised traffic, as defined by the local security policy, is permitted through it.
The firewall system itself isimmune to penetration.

Helpful and detailed advice on PC privacy protection and security can be found online from
http://www.theguardianangel .conv.

8.1 Remote user security

Regular Internet user will be familiar with the threat posed by hackers breaking into on-line computer
systems. These illegal attacks are carried for various reasons and personal computers or small office
networks are just as likely targets as large computer systems. So how does a hacker identify a potential
target? Frequently it starts with a port probe. Internet networking software (using TCP/IP) uses ports
(sometimes called ‘ sockets') to communicate. These software ports are the logical way that datais
routed around the network (for example a web host will use port 80 initially).

A hacker will scan alist of Internet addresses making a blind connection attempt to various port
numbers. If any response is received — even an error or access-denied message — then the hacker
knows that a service is running on that machine. On an unprotected machine the rest of the process (i.e.
gaining access to your files) is easy to an experienced hacker.
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There are two principal modes of connection to the Internet:
Circuit-switched dia-up such as Mobile ISDN or the 9.6kb/s async data service.
Permanent always-on network access such as that provided by ADSL, LAN or MPDS.

A dia-up user will typically did into alocal PoP. Once a connection is made the user is assigned an IP
address (dynamic | P address) and is connected to the Internet for the duration of the dial-in session,
which may be anything between a few minutes and a few hours. When the call is terminated the
Internet connection is closed and the dynamically assigned |P address reallocated to another user. A
subscriber to cable or ADSL enjoys a permanent connection (24hrs/day) to the Internet and is assigned
either a permanent (static) |P address or atemporary one that is assigned for weeks or even months at
atime.

From a hacker’s point of view a dia-up connection provides less of awindow of opportunity to probe a
users machine compared to a permanent connection because of the normally relatively short connection
time. In addition, because a dial-up user isinvariably assigned a dynamic IP addressit is highly likely
that the address will have been reassigned by the time the hacker has figured out how to break into the
target machine.

Therefore any always-on Internet connection, such as MPDS, is a potential target for computer
hackers. Thisis not a satellite-specific issue but a problem that exists for any computer or network that
is permanently connected to the Internet.

8.2 Viruses

There is a variety of malicious software available, which can perform attacks such as: denia of service,
system disruption, unauthorised access to computer systems, misuse of telecommunications facilities
and even computer-based fraud. This poses a significant threat to al connected computer systems
anywhere on the Internet. The cost of recovering from a security breach can be substantial whereas
tracking down a potential intruder can pose areal challenge. The main categories of such programmes
are:

a) A virusisasdf-replicating programme that can infect other programmes. When an infected
program is executed, this will cause viral code within the programme to be run as well.

b) A wormis aprogramme, which attacks computers that are connected by a network and spreads by
sending a copy of itself through the network to infect another machines. The main difference
between aworm and a virus is that worms are separate entities whereas viruses are attached to
programmes. The effects can be similar, however.

¢) A Trojan horseis a programme that pretends to be something it is not. Often it has the same name
as alegitimate file, but only to deceive, and when executed, may perform an unexpected behaviour.
Y ou can check your PC against potential vulnerability to Trojans online at http://www.anti-

trojan.net/.
d) A Trojan mule - this term most often refers to the fictitious login screen. Then user treats this

simulation as a genuine login screen and enters his confidential 1D and password. The Trojan mule
intercepts these data and terminates. This effectively reveals auser's ID and password.

The basic rule of protection against viruses is to use multi-layered protection, including anti-virus
software and check every programme before it is actually used. KEEP THE ANTIVIRUS
SOFTWARE UP TO DATE.
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8.3 Firewalls

The obvious solution then is to equip your computer or network with some sort of firewall. A ship-
borne network will typically use a scaled-down version of the type of firewall that large corporate
networks use whereas a software firewall isideal for a smaller vessel where space and convenience
may be paramount.

All firewall software gives at least the most basic protection. It blocks unauthorised inbound access to
the PC, on various port numbers, from the Internet. The PC shouldn’t respond at al (e.g. ‘stealth
mode’) and it should appear invisible. All unsolicited inbound access attempts are blocked regardless of
source. Outbound traffic is monitored and only responses from contacted hosts are permitted back in.
Firewalls can aso filter outbound connections (from the PC to the Internet). Some viruses and Trojans
(see Viruses section below) try to make surreptitious outbound connections — sometimes to transfer
information like passwords or credit-card data and sometimes to allow someone €else to connect to the
PC through the ‘back door’. The effective use of anti-virus software will minimise the need for
outbound filtering.

Softwarefirewalls

Below is an example of a software firewall showing all the logical protocol connections running under
Windows 2000 ProQ .

AgnitumO OutpostO
This firewall example can be downloaded from http://agnitum.com/.

| Agnitum Outpost Firewall - configuration.cfg ] 4
File Wiew Tools Options Help
@ B -|= B R e
1 Mv Inkernet i | Application | Remate Host | Remote Paort | Protocal | Received | Sent |
[1-za, All Connections () *etBIDS R nja TCP 0 bytes 0 bytes
: "ﬁ Allowed IEXPLORE.EXE 146.114.252.11  HTTP TCP 29,6 Mhb 2442 bytes
""" %] Blocked IEXPLORE.EXE ~ * ko * nja uDP 0 bytes 0 bytes
= “ﬁ' P.""g . L5ATS.EXE o nia LoP Obytes  Dbwytes
C% g::tent MSTASK.EXE G n/a TCP Obytes  Obykes
N RSWP.EXE 127.0.0.1 1490 TCP 0 bytes 0 bytes
Active Enntent_ RSWP.EXE nia nia Unknowen Protocol 46 0 byt 0 byt
= Attachments Filter ' Vies Yies
,,,,, L i B RSYP.EXE 177.0.0.1 1491 TCP 0 bytes 0 bytes
SERVICES.EXE b nja op 0bytes 0 bytes
SWCHOST.EXE b nja op 0bytes 0 bytes
SWCHOST.EXE b nja TCP 0bytes 0 bytes
SYSTEM nfa nja GRE 0bytes 0 bytes
SYSTEM nfa nja RAWSOCKET 0bytes 0 bytes
SYSTEM R nja TCP 0bytes 0 bytes
SYSTEM R nja op 0bytes 0 bytes
SYSTEM R nja TCP 0bytes 0 bytes
WINMGMT.EXE 127.0.0.1 1459 TCP 0 bytes 0 bytes
WINMGMT.EXE 127.0.0.1 1459 TCP 0 bytes 0 brytes
Ready |Fuws 592, Web 0 [4g¥ Rules Wizard =

Built-in firewall profiles are pre-set to model the safe behaviour of download managers (e.g. FTP),
WEB browsers (HTTP), standard Microsoft OfficeO products etc. All NetBIOS activity can be
blocked. Additional add-ins support the blocking of content such as WEB site adverts, Active X
controls, Java scripts, pop-up windows, cookies and potentially malicious email attachments. An
optional DNS server is also provided. There is also an attack detector, which monitors and logs any
connection regquests to your PC from unauthorised sources. This software firewall also offersafull
‘stealth-mode’ as described above.
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Whenever anew IP or NetBIOS connection is requested the firewall prompts the user whether the
connection type, port number and application is authorised. See below:

Create rule for OUTLOOK.EXE

Microzoft Dutlook requesting an outgoing connection
with

POP3 [TCP:110)

mail. btinkermet. com

Remate service:

Remate address:
Outpost Firewall should:

= Allow all activities for this application

" Stap all activities for this application

%' Create ules using preset I E-Mail Clignt

-

Allow Once | Block Once |

ok |

As can be seen from the software firewall’s * Allowed’ list (below) — every parameter of the connection
can be set up in the customised rules wizard to be allowed or blocked — according to protocol, direction,
IP address, local port number, remote port and application name.

&1 Agnitum Dutpost Firewall - configuration.cfg

File Yiew Tools Options Help

=10l =

e ® - = |m

&2

2

5 My Internet Application Remate Host Local Address Local Port | Rema... | Direcktion | Pro. Senk Received Up Time | 5=
== All Connections IEXPLORE.EXE  192.165.125.100 192.168.128.101 1521 HTTR Outbound  TCP 207 bytes 6084 bytes  00:05:10 ©
ﬂ Allowed IEXPLORE.EXE  192.168.128.100 192.168.128.101 1519 HTTR Outbound  TCP 202 bytes  S0SE bytes  00:05:10 ©
ﬁ Blocked IEXPLORE.EXE  192.168.128.100 192.168.128.101 1515 HTTR Outbound  TCP 202 bytes 2450 bytes  00:05:14 C
ﬁl Plug-Ins IEXPLORE.EXE 192,1658,125.100 192,168.125,101 1513 HTTP Cutbound  TCP 207 bytes 4707 bytes  00:05:14
Ads IEXPLORE.EXE 192,1658,125.100 192,168.125.101 1505 HTTP Cutbound  TCP 210bytes 1006 bytes  00:05:19 O
IEXPLORE.EXE  192.165.1258.100 19z.168.128.101 1522 15256 Inbound P 10.5kb 0 bytes 0o:oooo o
& l:on_tent SERVICES.EXE  161.30.46.235 192,166.125.101 1524 DMS Inbound LDP 3201 bytes 0 bytes oo:oooo o
Active Content IEXPLORE.EXE  192.165.128.100 192,168,125.101 1494 HTTP Outbound  TCP 2776 bytes  17.0Kb 00:01:13 €
=5 Attachments Filter | n/a 192,165.128.100 192.168,125.101 Destina... Desti Inbound  ICMP  S6bytes  Obytes 00:00:00 €
Attack Detection nfa 192,168.128.100 192,168.125.101 Destina... Desti Inbound  ICMP 56 bytes 0 bytes 000000
nja 192.168.128.100 192.168.128.101 Destina... Desti Inbound  ICMP 56 bytes 0 bytes 00:00:00 ©
nja 192.168.128.100 192.168.125.101 Destina... Desti Inbound  ICMP 56 bytes 0 bytes 00:00:00
nja 192,168.128.100 192,163,128.101 Destina... Desti Inbound  ICMP 56 bytes 0 bytes 00:00:00 C(w
q (> [ | >
Ready |Fw 469, web 0 m Rules Wizard s

These can be modified and updated at will as more knowledge is gained of the behaviour of your

applications.

If you are in doubt about the protection your firewall offers there is a WEB-based utility available at
http://www.pcflank.com/, which tests firewalls (benignly fortunately). Connect to the site and check

your protection on-line!
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Zone Alarma
This can be downloaded from http://www.zonelabs.com/ and is similar to OutpostO :
2 2onelarm =10l x|
(THE e e |
L] All Systenms Active
@ Halp
Frogram Control fdain Frograma I ZoneAlarm Alert
Thessa ate programe 1hat : Access Server 1- ] Protected
hvs trised lo sccess the Prognamns *. e o S e t The firewall has blocked Intemet access to pour
Dherview  rizmstor ocsl rebeork, computer [MetBlIOS Mame] from 195.54.27.8 [UDP Part
o Aomiturn Update o " 7 ? 1025).
Lo and 5 )
| [ Y., Comiceaivi Maiges 2 2| = 7 Time: 12/3/2002 345:48 PM
pemizmans {hs program -
Program heg lor sach Zone. Fo] Misrosoft damlook J o 7 7
Contial oo pracrams [ Services and Controller app o 7 7 S EEE
Alerts & aermisgong by left-cicking C__j
e e icons in hea Ao of
o Sarver cohamn, [AlertAdvisor J
-mal
Pratection
[ Dan't zhow this dislog again
. L2
Ewnitny Distail T W w J
Frouct remea Wipr o A i Sy j
Fia nama CiProgren Flstionoent AciveSymce: L ddd
araien 3501176
Cremberd e RRRZNM AR 77317 =l
A Hia Te:
Ao v

Each known application can be permitted access to the Internet or the ‘trusted’ intranet. The firewall

‘learns’ the users profile of common applications and has profiles built-in for easy initia set-up.
Programs’ access can thereafter be added and deleted under user control and unknown connections are
flagged to the user, who has the opportunity to add them to the permitted applications or block them.
Unexpected connections or ‘ attacks', which are clearly not genuine applications, are reported to the
user via an aert window as shown above right.

M cAfeea

Other popular firewall and virus software is available from http://www.mcafee-at-home.com/.

:H:Mcnfee Firewall

@Back H)J ;hHome @)Help
' Mehfee| Firewa

SECURITY
Tasks 208

CurrentActivityI Activity Lag  Warning Log |

=10] x|

Network Activity_l )

Contral Internet programs
Wiew network activity
Set alert preferences
Perfarm securty check
Set startup options
Corfiguration Szziztant
Other tazks

Advanced Tasks

Mchfee

Ti

£ 0471403 02:00:14 PM
Ed04/14/03 0z:00:11 PM
£ 04/14/03 01:57:57 PM
£ 04/14/03 01:56: 28 PM
Ed04/14/03 01:56:28 PM
Edi04/14/03 01:56:22 PM
E3i04/14/03 01:55:31 PM
Ei04/14/03 01:55:09 PM
Ed04/14/03 01:54:27 PM

AN AN N A2 Tk

4

| Surmmat

Blocked incoming TCP
Blocked incoming UDP
Blocked incoming TCP
Blacked incoming UDP
Blocked incoming UDP
Blocked incoming TCP
Blocked incoming TCP
Blacked incoming UDP
Blocked incoming TCP
Blocked incoming TCP

Ol mlemd i mmermims TR

| o™

’3 *irugScan Home Edition
&) Fiiewal

Mcafee Firewall blocked an incoming TCP packet. The

21220552 22 The remote port waz 49185, The local port

j Save Log |
Clear Loa |
LI Frint Log |

remote address associated with the traffic was

on your PC was 1214 [Kazaa). The network adapter for the
traffic was "with Miniport [IP]".
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9. Trouble-shooting tools and techniques
Installation and testing

It is good practice to check any Inmarsat F77 / F55 ISDN application first on aterrestrial 1ISDN line.
This can be done on a single Basic Rate line as only one 64Kbps (B) channel is used for the application.
Calls can therefore be made from one B channel to the other. An ISDN to ISDN test will verify that the
application works in the office environment. The next test should include the satellite delay. Many off
the shelf applications will not have been tested with a round-trip delay on the order that can be expected
with the Inmarsat F77 / F55 Service (i.e. ~500ms).

Each end of the application can be connected to the ISDN BRI either directly, if the equipment is fitted
with a BRI, or through the ISDN Terminal Adapter (TA) if only the serial interface is available using
interface converters as necessary (see Trouble-shooting tools and techniques below). If required
both ends of the application can be connected to the dual channel TA and calls made from one DTE to
the other. If the DTE equipment does not have dialling features calls can be initiated from the TA either
viathe front panel or from a PC connected to the control port on the TA.

A typical pre-installation checklist may comprise the following checks:
Has the MES been activated?

What is the MES F77 or F55 IMN? (Leave a note of this at the ISDN equipment for fixed-mobile
didling).

Does the chosen LES support F77 or F55? (Check for al Ocean Regions). If registered with an ISP,
have the correct LES/s been defaulted into the MES?

Isthe ISDN number valid and functioning and not being used for ancther application (Thisisa
common ingtallation problem. Always check the ISDN number using aterrestria link first)

Does the ISDN number have international access if connected to a PABX (for fixed-mobile
didling)?

Is the application configured, if required, for satellite propagation delay?

Basic test tools

ISDN Basic Rate line.

Dua channel ISDN Basic Rate Terminal Adapter (TA) with front panel or control port dialling.
Cables as required

L oop-back connectors - see below
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Using Microsoft WindowsO 98 System Monitor

Microsoft Windows 98 contains, as standard, a very ssmple but useful application called System
Monitor, which can be configured to monitor the data throughput of any of the COM ports. The output
can be graphically displayed on the PC screen and will show quite clearly the nature of the data
communications. The display can aso be used to demonstrate to a customer the nature of the datain
support of a recommendation to use either Inmarsat Mobile Packet Data or Mobile ISDN for a
particular PC-based application.

System Monitor is accessed from the Start button on Windows 98 through Programs, Accessories,
System Tools, System Monitor. Configuration is as follows: -

Click on Edit, Remove Item — Remove any default settings.
Click on Edit, Add Item — Click on Dia-Up Adaptor,

Click on Total Bytes Transmitted — OK.

Click on Edit, Add Item — Click on Dia-Up Adaptor

Click on Total Bytes Received - OK.

Click on Options, Line Charts.

! System Monitor _ O]

File Edit “iew Options  Help

Digl-Up Adapter: Bytes TransmittedsSecond Dial-Up Adapter: Bytes ReceivediZecond

a00 7ok
375 36K
230 k 37K
125 b 18K

The resulting display (shown above whilst downloading a weather page from a Web site) will clearly
show the data flow through the COM port.
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Using Windows 20000 Pro system perfor mance monitor

Microsoft Windows 20000 Pro contains an even more useful application called System Performance
monitor, which can be configured to show the data throughput of your TCP/IP connections. Again, the
output can be graphically displayed in awindow.

The System Performance monitor is accessed from the Start button, then Programs, Administrative
tools, Performance. If it is not found here it will need to be enabled by clicking Start, Settings, Taskbar
& Start Menu, Advanced and tick on Display Administrative Tools. Configuration is as follows: -

Right-click in the chart window and select Add counters. Under Performance Object select the
appropriate dial-up-networking or network interface Then select bytes received or sent per second, or
whichever set of parameters you wish to log. Set the scale to 0 to 20,000 to show a convenient range:

[ Performance =10/ x|
“@ Console  Window  Help H D = E | |;|i|ﬂ|
“ &ction  Wiew  Favorites “ = = | | | @ |

TreelFavnrites| m QI WEI Eul@l +|XI @l |E|@ M

(g le Root
D onsole Rool 0000
gﬁ Systern Mor
-4 Performanc 15000
16000
14000
12000
10000
000 ﬂv I - Mﬂ A"'\v Illlrﬁ A |"'|I|jII rll\_\j\ Wlllll Iil Illlll.lllllll"\
1 / J
4000
2000
a
Last| 7629439 Average| 7490,852  Minimurm 5102 629
Maxirum 10009627 Duration 1:40
Caunter Instance Camputer
1.000 Bytes Receivedfsec  Realtek RTLS... --- Mekwork Interface  1\IL2
0.00... Bytes Sent/sec Realtek RTLE... --- Mekwork Interface  13\IL2
g b

The resulting display shows packets sent and received through the relevant connection —and for MPDS
or Mobile ISDN will give agood indication of the volume of data a particular application requires.
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DU Meter®

Thereis another very useful application caled DU MeterO from Hagel Technologies, which provides
an accurate account of the data, which is flowing through your network connection at any given
moment. This readout is presented in both numerical and graphical format, in real time. DU Meter
includes alogging and aerting facility, which can be triggered by data volume related events. It supports
WindowsO 95/98/NT4/2000 and XP. DU Meter works with most types of network connections

including MPDS.

An example of continuous and stable data transfer as displayed by DU Meter is shown below:

Ja.

DL: 50,2 kbps  UL: 287 kbps |

A screenshot of the alerts and reports page is shown below:

DU Meter Options

Generall Graph options ~ Alerts and Reports | Nutificatiunsl

Alerts and Reports

—Periods configuration

Monthly periods startz on |5lh j day of the month.

Weekly periods starts on ISUﬂda.'r' j

—Tratfic wolume alert

% IMB [megabytes) j

Were IButh downloaded and uploaded j

Alert when more then |2':'

during current IMDﬂlh j

—Diakup connection time

Log dial-up connection time [for phoneline modem users onlyl: [
Alert when dial-up connection lime exeeds I':' EI haurs
during current IMUﬂlh j

_ b |

" Apply
x Cancel

=)
T

bt .

4

1=

(]

eqister

As DU Meter can keep alog of the total volume of data sent and received it may be of use (on a packet
network such as MPDS), in verifying the billable data volume sent over your MPDS connection. Note
that in relation to data errors anywhere in the Internet or MPDS network, which result in TCP/IP

datagram re-transmissions, the re-sent data is aso hillable.

A tria version can be downloaded from http://www.dumeter.com/.
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Data flow measurement freewar e tools

It is strongly suggested that for detailed data flow measurement and analysis of MPDS or Mobile ISDN
sessions that you download and install the |P-Consultant freeware tool developed by Inmarsat and Klas
from http://www.klasonline.com/. There is also a very useful cost-compare tool from
http://www.imhotek.com.

L oop-back calls

Loop-back connectors are a useful diagnostic tool for use with audio codecs, video conferencing, file
transfer and hence store-and-forward video applications. They cannot be used with multiplexers or
bridge/routers because of the nature of the communications.

Pin-out instructions for loop-back connectors for commonly serial interfaces are shown below:

Interface Type Connector Type Pin Connections
RS-232 Male Sub-D 25 pin Connect pins2 & 3
RS.449 Male Sub-D 37 pin Connect pins4 & 6 and 22 & 24

X.21 Male Sub-D 15 pin Connect pins2& 4and 9 & 11
V.35 Mae Standard V.35 34 pin Connect pinsP& Rand S& T

L oop-back connector pin connections

Loop-back connectors are used in conjunction with a TA and connected to one of the seria ports of the
TA. If the unattended TA is then left connected to the ISDN BRI back at the workshop or office, calls
can be made to the TA from the remote location. The sent signal, be it audio, video, data or even the
test output from a FireberdO bit-error-rate (BER) test set, will be returned to the remote location on
the return channel thus demonstrating the functioning of the link without having to have a second
communications line open for confirmation from the destination that the communication is successfully
being received.

LES assistance

In order to ascertain if an F77 or F55 channel is being assigned to the call, Short Code 33 can be dialled
from the Inmarsat F77 / F55 MES for connection to the LES and the call monitored by LES staff. The
call isfree but the degree of assistance will depend upon the availability of staff at the LES.
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